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AwnoTtanis. Po3rasHyTo MeToau moOynoBH aHTHBIPYCHUX HpOTpawM, ix mepeBard Ta Hemomiku. IIpoananizoBano PE-cTpykTypy mkimmusoro
Ta 0e3MevHOro NporpaMHoro 3abesnedeHHs. 3HaiineHo API-yHKIii Ta cTpoky, mpuTamMaHHI IUM (aiiaM Ta BUAIEHO YaCTHHY i3 HUX UL
MOZATBIIOTO aHaTi3y. BuineHi 03HaKH BHKOPUCTAHO B SIKOCTI BXiJHHUX JAHUX CHCTEMH HEYITKOTO BHUBEICHH:. Po3pobieHo Mozenb eBprc-
TUYHOTO aHali3aropa Ha 06a3i MeToqy HEYiTKOl JIOrikh Mam/aHi Ta NPOBEICHO TECTyBaHHS po3po0iieHoi cucteMu. OTprMaHi pe3ysbTaTu
JIOCIII/KEHb IT0Ka3aJIll MOYKIUBICTh BUKOPHCTaHHS PO3POOIICHOI cHcTeMHt ineHTH(iKamil IIKiUTMBOTO POrpaMHOTO 3a0€3IIeUeHHs B eBPHC-
THYHUX aHani3aT0pax CUCTEM BHUABJICHHA BTOPTHCHb..

Kurouosi ciioBa: aHTHBipycHe mporpaMHe 3ade3nedyeHHsl, KOMI'IOTEpPHA CHCTeMa, IIKiIMBe MPOrpamMHe 3a0e3nevYeHHs, CHTHATYP-
HMIi MeTo]1, eBpUcTHYHHUI MeToAA, PE-cTpykTypa (aiiny, HediTka jorika Mamaani.

AHHOTanus. PaccMOTpeHbl METO/IbI MOCTPOSHUS! aHTUBUPYCHBIX MPOrpaMM, MX NpeumyliecTBa U Hexoctatku. Ilpoananmsuposano PE-
CTPYKTYpPY BPEIOHOCHOTO ¥ 0e301acHOro mporpaMMHoOro odecrieuenus. Halineno API-dyHkuum n cpoku, npucymye 3THM Qaiiinam 1 BbIIe-
JICHA 4aCTh M3 HUX JJIA IIaJ'[I:HeﬁHIeI‘O aHaJIn3a. BBIL[GHGHHBIG TIpU3HAKH UCIIOJIB30BAHO B KAQUYECTBE BXOAHBIX JNaHHBIX CHCTEMBI HEYETKOI'O
BbIBOJIa. Pa3paboraHa MoJesb 3BPUCTHYECKOTO aHAIM3aTopa Ha 0ase MeToJa He4eTKOM JIOrMK MaMIaHu U IPOBEICHO TECTUPOBAHUE pa3-
paGOTaHHOﬁ CHCTCMBI. HOHy‘IeHHBIe PE3YIbTAaThI PICCJ'IeZ[OBaHI/Iﬁ II0Ka3aJIi BO3MOXXHOCTBH HCITOJIb30BaHHUS pa3pa60TaHH01‘/'1 CHCTEMbI HIACHTH-
(bI/IKaLII/II/I BPEAOHOCHOI'O IMTPOrpaMMHOI'0 obecrieueHus B OBPUCTHYCCKHUX aHAJIM3aTOpax CUCTEM 06Hapy)1<eHm[ BTOp)KeHI/II‘/'I.

KuarioueBble c10Ba: aHTHBHPYCHOE MPOTPaMMHOe ofecrieyeHne, KOMIIbIOTEPHAsl CHCTeMa, BPEeIOHOCHOe MPOrPaMMHOe ofecreyeHue,
CHTHATYPHBIii MeT0/, 3BpHcTHYecKHii MeToa, PE-cTpykTypa daiina, HedyeTkas Joruka Mamaanu.

Abstract. Methods for constructing antivirus programs, their advantages and disadvantages are considered. The PE-structure of malicious
and secure software is analyzed. The API-functions and strings inherent in these files are found and some of them are selected for further
analysis. The selected features are used as inputs for the system of fuzzy inferences. A model of a fuzzy inference system based on the
Mamdani fuzzy logic method is developed and tested. The obtained results of the research showed the possibility of using the developed
malicious software identification system in heuristic analyzers of intrusion detection systems.

Keywords: antivirus software, computer system, malicious software, signature method, heuristic method, PE-structure of a file,
Mamdani fuzzy logic.

Formulation of the task

The first big hacker attack in Ukraine was conducted in 2014 on information systems of the Central
Election Commission. In June of 2017 Ukrainian institutions became victims of a bigger cyber attack carried out
through a computer virus named "Petya.A". For the first time in the history of Ukraine a hacker attack stopped
the work of banks, gas stations, shops and websites of government institutions for several hours. The websites of
the Cabinet of Ministers of Ukraine and several of the largest mass media companies were paralyzed. This
malicious program has struck computers of many organizations and private individuals in 60 countries around
the world. The losses from the virus attack are estimated at $8 billion. [1].

Computer security experts report that the amount of computer viruses and malicious software increases at
an alarming rate. Despite all the efforts of researchers and developers in this branch of science, at the moment
there is no such antivirus program that could detect all security threats. Therefore, the problem of developing and
improving antivirus tools remains an urgent scientific task.

The aim of the article

The aim of the article is to develop a system of fuzzy inference based on the Mamdani fuzzy logic method.
The solution of the problem

Analysis of the literature [2-7] has shown that there are two main operation methods of antivirus programs
- the signature method and the heuristic method (fig.1). The signature method is based on scanning and
comparison with the standard (mask). The mask contains a set of malicious commands specific to this type of us.

The essence ofheuristic analysis is in the verification of possible habitats of viruses and the detection of
commands (groups of commands) that are specific to viruses. Using this method the antivirus monitors all
actions that can be implemented by the program. For example, opening or writing to a file, intercepting interrupt
vectors, etc. It is in this way that potentially dangerous actions that are specific to viruses are monitored.
Through the help of a heuristic code analyzer up to 92% of viruss were found. This mechanism is quite effective
but very often leads to false triggering. Files in which the heuristic analyzer has detected a suspicion of a virus
are called possibly infected, or suspicious.
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The main components of antivirus systems

— Heuristic analysis

neural networks

Signature analysis

cluster analysis

agreed heuristics

fuzzy logic
methods

mmmm_

Figure 1 — The main components of antivirus systems

Heuristic methods are based on the use of rules or statistical methods: systems based on weights and rules,
cluster analysis, agreed heuristics, expert systems, neural networks, immune networks, etc.

The conducted researches has shown that one of the perspective directions of heuristic analysis of
computer viruses is the use of fuzzy logic [4]. Fuzzy logic is used in the analysis of new markets, stock market
estimation, assessment of political ratings, optimal price strategy choice, etc.

Fuzzy inference systems are designed to implement the process of fuzzy inference and serve as a
conceptual basis for all modern fuzzy logic.

Fuzzy inference is a central point in fuzzy logic and fuzzy control systems [8-10]. The process of fuzzy
inference is a procedure or algorithm for obtaining fuzzy conclusions based on fuzzy conditions or assumptions
using concepts of fuzzy logic given above. This process unites all the basic concepts of the fuzzy sets theory:
membership functions, linguistic variables, fuzzy logical operations, methods of fuzzy implication and fuzzy
composition.

The Mamdani algorithm was one of the first to be used in fuzzy inference systems [8]. It was suggested in
1975 by the English mathematician Ebrahim Mamdani as a method for controlling a steam engine. The Mamdani
algorithm is shown in fig.2.

._) Generating base Fuzzification Aggregation of
of rules sub-conditions
Ativating of Accumulation Defuzzification .
sub-conclusions of conclusions

Figure 2 — The process of fuzzy inference by the method of Mamdani

The input data for the computer virus detection system based on the Mamdani fuzzy logic are formed on
the basis of the file's PE-structure analysis.

The PE-structure of malicious and secure software was analysed:
» 290 files of type Worm;

» 1050 files of type Trojan;

» 1153 files of type Backdoor;

+ 1000 safe files;
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basis of the level of assurance that the files containing these lines were malicious or secure (tab.1).

and their attributes were identified in the form of API-functions and strings.
The detected attributes were analyzed. 50 most frequently repeated and such, the presence of which in the
program code of the file guarantees the belonging of this file to the group of viruses were identified (tab.1).

Rows that were equally common in malicious and in secure files were excluded. Then these strings were
separated into groups (A-D) to specify a smaller number of input variables. The groups were identified on the

Table 1 — The input strings

%

%

Ne Group Strings S difference
malicious safe
A callnexthookex 27 75 48
1 getcurrentprocessid 39 87 48
getdevicecaps 27 66 39
B getmonitorinfo 19 51 32
2 getdesktopwindow 25 54 29
shellexecute 37 63 26
getsysteminfo 26 48 22
3 C unhookwindowshook 28 48 20
setwindowshook 28 47 19
regqueryvalue 76 94 18
wininet 42 22 -20
gethostbyname 29 3 -26
4 D getstartupinfo 84 55 -29
socket 46 16 -30
regiterserviceprocess 31 0 -31
inet_addr 35 3 -32
5 E copyfile 81 37 -44
whnet 58 8 -50

Input linguistic variables for the system of fuzzy inference by the Mamdani method were described by the
following values:

<a, T, X, G, M>, where

a is the name of the linguistic variable(A, B, C, D, E);
T is an array of values (terms) of the input linguistic variable;{ "Danger”, "None", "Safe"};

X is an array of values of the input variable (percentage of the number of strings in the file [0; 100]);
G is the procedure of aggregation of conditions (new terms);

M is the function of forming a fuzzy array of values for each term of a set linguistic variable

A trapezoidal function (1) is used as a membership function.

MF(x) =

as<x<b;
b<x<c
c<x<d
x¢(a,d)

Specification of the linguistic variable "A" is shown in fig.3.

o))
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Figure 3 — The graph of the membership function of the input variable "A"

Linguistic variables B, C, D, E are formed according to the table. 1.
The output linguistic variable of the system is specified as "F". The array of values of the linguistic
variable "F" is specified by: "Safe", "None", "Virus". A trapezoidal function was used as a membership function

(fig.4).

1 1 | 1 I I 1 1 I
Safe None Virus
1
05} -
O 1 1 1 I\B 1 1 1 1 1
0 10 20 30 40 S0 60 70 80 90 100
output variable "F*

Figure 4 — The graph of the membership function of the output linguistic variable "F"

The base of rules is formed on the basis of prevailing conditions and conclusions, the input and output
linguistic variables [11]. Figure 5 shows a fragment of the base of rules for a developed heuristic analyzer based
on the Mamdani fuzzy logic method. The base of rules of this analyzer contains 243 different rules.

1.If (Ais Safe) and (B is Safe) and (C is Safe) and (D is Safe) and (E is Safe) then (F is Safe) (1)

2. If (A is Danger) and (B is Danger) and (C is Danger) and (D is Danger) and (E is Danger) then (F is Virus) (1)
3. If (Ais None) and (B is None) and (C is None) and (D is None) and (E is None) then (F is None) (1)

4. If (A is Danger) and (B is Danger) and (C is Danger) and (D is Danger) and (E is Safe) then (F is Virus) (1)
S. If (A is Danger) and (B is Danger) and (C is Danger) and (D is Safe) and (E is Danger) then (F is Virus) (1)
6. If (A is Danger) and (B is Danger) and (C is Safe) and (D is Danger) and (E is Danger) then (F is Virus) (1)
7. If (A is Danger) and (B is Safe) and (C is Danger) and (D is Danger) and (E is Danger) then (F is Virus) (1)
8. If (A is Safe) and (B is Danger) and (C is Danger) and (D is Danger) and (E is Danger) then (F is Virus) (1)
9. If (A is Safe) and (B is Safe) and (C is Safe) and (D is Safe) and (E is Danger) then (F is Safe) (1)

10. If (A is Safe) and (B is Safe) and (C is Safe) and (D is Danger) and (E is Safe) then (F is Safe) (1)

11. If (A is Safe) and (B is Safe) and (C is Danger) and (D is Safe) and (E is Safe) then (F is Safe) (1)

Figure 5 — A fragment of the base of rules for a fuzzy inference system
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Then, to solve a more specific problem, the system of fuzzy inference produces conclusions based on the
values of coefficients of each subcondition of the rules, and based on the established base of rules gives a certain
fuzzy conclusion. The subjective initial estimate goes through the process of defuzzification, that is the process
of transition from the membership function of the output linguistic variable to its certain numerical value [11].
The defuzzification process can be carried out by various methods, for example, by the center of gravity method

):
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The simulation results and the visualization are shown in fig..6-8.

Rule Viewer: Mandani2 = 0 X

File Edit View Options
A=28 B=25 C=15 D=60 E=70 F=823

1 1= F== — =1 =

= N e B e B = —— A — = — —

= == :El [ | |

8 ] e 1 : = — 1

7 e— [ w— %; - ‘

g e 1;: :;;: = —_ | —

10 ‘-;_‘ ‘-/_‘ ]-’_1 ]=_] } - — 1
nee g = : L —_— e :
E= : e j e — ‘
12 :::: = e ] e —_
P S —] | ot S — | ey :
16 ‘-I—‘ ‘-"—‘ ‘-‘\_‘ ‘\__‘ ‘F_‘ E
e e e i S :
[l [ o— | — . |
N = e ———] e : = — ‘ e |

5 = e e— :%: :E: — : :
%3-:_ :ﬁ (S 4 1;:1 ; gt

m—— e e ] = =]
%=:# =:\= = 1 1:=1 e
‘-*‘ ‘:] ‘-ﬁ‘ ‘F_‘ ‘:f#_‘

%g ——— — e bt

STnm BT eE == =T =
l'““* [2825156070] ]"mm o1 | Im et | rignt | down| up ||
— — e ——

Figure 6 — The simulation results for a malicious file
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Figure 7— The simulation results for a safe file
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Figure 8 — Visualization of the interdependence between input variables D and A.

As can be seen from the results, the developed heuristic scanner of the anti-virus program based on the
file's PE-structure analysis allows us to create multi-level fuzzy productional models, and the used fuzzy output
mechanism based on the Mamdani algorithm allows us to obtain the numerical value of the risk of malware
detection, the linguistic specification of the risk level and the degree of the expert confidence in the occurrence
of this event. The received information will allow us to make a conclusion and develop measures to prevent the
infection of the computer system.
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Conclusions

1. This article examines methods of creating antivirus programs. The file's PE-structure was analyzed and
its attributes were identified in the form of API-functions and strings. Some of the identified attributes were used
for analysis.

2. The model of a fuzzy inference system based on the Mamdani fuzzy logic method was developed and
tested.

3. The simulation results confirm the possibility of using a heuristic analyzer based on the Mamdani fuzzy
logic method as an additional tool for detecting virus attacks in a common system for detecting malicious
software.

4. The subjective choice of membership functions and the formation of a base of rules are the disad-
vantages of this approach.

5. Further improvement of this model can be in the development of a computer system's current events
analyzer, which will make the heuristic analyzer more dynamic, capable of working with large volumes of input
data and capable to quickly, effectively and qualitatively detect threats for the information security of the
computer system.
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