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AHAJII3 METOJIIB CTETAHOTPA®IYHOI IEPEJAUI
JTAHUX B IHOOPMALIMHUX TEJEKOMYHIKALIIMHUX
MEPEKAX

XapkiBcbkuii HarlioHanpbHAUN yHIBepcuTeT [loBiTpsaux Cun imeHi IBana Koxxemy0a, Xapkis

Awnotanis. i MackyBaHHS (axTy nepenadi iHpopmarii B iHopMariifHO-TeneKoMyHiKaliifHIX Mepekax, OCTAHHIM 4acoM IIHPOKO 3aCTO-
COBYIOTBCSI METOZIM MepexeBoi cTeraHorpadii, siki 3aCHOBaHI Ha BUKOPUCTAaHHI CTPYKTYPHHX BIACTUBOCTel npotokoniB Mozeni OSI (Open
System Interconnection - mepexeBoi B3aemonii Biakputux cucrem). Lle n03Boisie IPUXOBAHO IepeaaBaTH, Ha OCHOBI (oHOBOro Tpadiky,
B@KJIUBI JaHi 03 iICTOTHOTO 3HIKEHHsI MIBHJKOCTI Hepezadi JaHuX B 6a30BoMy (Bimkpuromy) kaHami. IIpu amexBaTHOMY BHOOpI BIacTH-
BOCTI (TpymH BJIACTUBOCTE#) mpoTokoiny (mpotokoiiB) moaeni OSI, MeTonn MepexeBoi creranorpadii He TO3BOJSIOTH CTEraHOAHANITIKY
BUSBUTH (DaKT HAsIBHOCTI mpHxoBaHoi mepenayi ganux. CTOCOBHO [0 MepekeBoi creraHorpadii, mporec BUSBJICHHs NPUXOBAHOI mepenadi
JTAHUX 3aCHOBaHUH Ha aHAJIi3i MIPOTOKOIBHUX XapaKTEPUCTUK BUKOPHUCTOBYBAHUX MPOTOKOIiB Mozeni OSI Ha mpeMer BiANOBiAHOCTI cTaH-
naprtaM. [Ipy BUKOPHCTaHHI ITPOTOKOJIIB KaHAJIBHOTO Ta MepexeBoro piBHiB Mozaeni OSI, Sk TEXHOJIOTTYHOT OCHOBH ISl OpraHi3allii mpuxo-
BAHOTO KaHAJy Mepenavi JaHHX, IPUXOBYBAHHS 3IIHCHIOETHCS 38 PAXyHOK PO3MILICHHS AaHHX, (HaKT Imepeadi SKUX MOBUHEH OYTH MPUXO-
BaHUH, B BUAVMUX IIOJSIX 3arOJIOBKIB BiJIIOBITHHX IPOTOKOJIB, TOOTO y BIIKPHTOMY BUILAN. Y 3B’S3Ky i3 TUM, I0 TexHoioris IP-
IHPIq)pyBaHH}I OXOIUTHOE€ JIMIIE€ KOPUCHE HaBaHTaKCHHS l'[pOTOKOJ'IiB MEPEKEBOIO piBH}I7 TO I[OHiHLHI/IM € BUKOPUCTaHHSI l'[pOTOKOJ'IiB TpaHC-
noptHoro piBast Mozei OSI. Ha nanomy piBHi HajinommpenimuM € nporokoia TCP, npu upoMy BiH CTaHAAPTH30BaHUN | BUKOPHCTOBYETHCS
IPOTHOOPYHMH CTOPOHAMH, B TOMY YHCIII i y BilichkoBil cepi. B poboTi mpoBeneHo aHaI3 cydacHOTO CTaHy NPHXOBAHOI Iepeadi JaHuX
B iH(popMaLiiiHiil TenekoMyHiKaliifHiil Mepexi 3araJIbHOr0 KOPUCTYBAaHHS Ta METOAIB cTeraHorpadidHoi nepenadi gaHux B iHdopManiiiHo-
TEeJICEKOMYHIKAIIHHUX Mepexax. Takok MpoaHaIi30BaHO MEPEKEB MIPOTOKOIH, SIKi BUKOPUCTOBYIOTCS B iHPOPMALIHIX TeIEKOMYHIiKaIlii-
HUX MEpEXKax PO3KPUTO ITOHATTS “Mepe)KeBa CTeraHorpadpiﬂ”, OCHOBHHM 3aBJaHHAM SKOI € TIpUXOBYBaHHs CaMOT'o dpaKTy nepez[aqi II0-
BiJJOMJICHHSI B KaHAJIaX Mepeaadi JaHuX.

Kurouosi ciioBa: iHdopmaniiino-TenekomyHikauiiiHi Mepe:ki, MepeskeBa creranorpadisi, mpoToko., aeiitarpama, crek TCP/IP.
Abstract. Recently, network steganography methods based on the use of structural properties of OSI (Open System Interconnection) proto-
cols have been widely used to mask the fact of information transmission in information and telecommunication networks. This allows to
covertly transmit important data based on background traffic, without significantly reducing the data rate in the base (open) channel. With
the correct choice of properties (groups of properties) of the protocol (protocols) of the OSI model, the methods of network steganography do
not allow the steganoanalyst to detect the fact of hidden data transmission. In network steganography, the process of detecting hidden data
transmission is based on the analysis of the protocol characteristics of the used protocols of the OSI model for compliance with standards.
When using protocols of channel and network levels of the OSI model, as a technological basis for organizing a hidden data transmission
channel, concealment is carried out by placing data, the fact of transmission of which must be hidden, in the visible fields of the headers of
the corresponding protocols, i.e. in open form. Due to the fact that the IP encryption technology covers only the payload of network layer
protocols, it is advisable to use transport layer protocols of the OSI model. At this level, the TCP protocol is the most common, and it is
standardized and used by opposing parties, including the military. The paper analyzes the current state of hidden data transmission in public
information telecommunications networks and methods of steganographic data transmission in information and telecommunications net-
works. The network protocols used in information telecommunication networks were also analyzed, the concept of "network steganography"
was revealed, the main task of which is to hide the very fact of message transmission in data transmission channels.

Key words: information and telecommunication networks, network steganography, protocol, datagram, TCP/IP stack.

DOI: https://doi.org/10.31649/1999-9941-2022-54-2-61-67.

Beryn

OcTtaHHIM 9acoMm, METOIW MPHUXOBAHOI Iepenavi JaHUX B iH(GOPMAIIfHO-TEICKOMYHIKAIHHIX Mepexax
(ITKM), o BHKOPHCTOBYIOTH 0cOOIHMBOCTI poTokoiiB Moeni OSI, HaOymu mupokoi nomyssipHocTi. Bei mpo-
tokomu mozeni OSI Bukonani y Burisai cranaaptiB RFC (Request For Comments) i HOCATh peKOMeH I HHIIA
XapakTep, He IPUMYIIYIOYH 10 peasti3amii MpPOTOKOJIIB y BCIX TOHKOIIAX, ajle OCHOBHMI aKIEHT CTaBUTHCS Ha
000B’sI3KOBIi HAasSIBHOCTI MOXKJIMBOCTI CyMiCHOTO BUKOPHCTaHHS YCiX pO3pOOJIEHUX BEPCiid.

MHOXHUHY TaKHX METOAIB 00'e/iHye B co01 “MepexeBa cTeraHorpadis’”, OCHOBHMM 3aBJaHHSIM SIKOI € IpH-
XOBYBaHHSI caMoro (akTy repeaadi MmoBiJJOMIIEHHS, IO MiJICHII0E CUCTEMY 3aXUCTy iH(opMauii e oIHUM piB-
HEM.

MepesxeBa creraHorpadis — HanmpsiM KOMIT'TOTEPHOI creranorpadii, 00'eKToOM BUBUECHHS SIKO1, € BUSBICHHS
BJIaCTHBOCTEH (0cobmmMBOCTEH) poTokoiiB Moaeni OSI, npuaaTHUX U opraHi3anii IPMXOBaHUX KaHAIIB Tepe-
ayvi JaHuX.

WLAN (Wireless Local Area Networks) creranorpadist IpyHTY€eTbCS HA METOJIaxX, SIKi BAKOPUCTOBYIOTHCS
JUISL TIepefiadi cteraHorpamMm B Oe3nporoBux Mepexax. [Ipaktuunnit npukiaag WLAN creranorpadii — ue cu-
crema Hidden Communication System for Corrupted Networks (HICCUPS) [2]. OcHOBOK0 LHMX METOHIB €
HEJIOJIKH, BIACTUBI Oe37poToBUM Mepexam. Lli HelodiKK iHOJI BHKIJIMKAIOTh BUKPUBJICHHS €HEPreTHYHUX Xa-
PaKTEpPUCTUK CUTHATIB. B pe3ynbTaTi UX BUKPHUBJICHb Yac BijJ Yacy 3'SBISIOTHCS “HEKOPEKTHI” TAKETH, KOH-
TpOJIbHA CyMa SIKHX He 30iraeThcs 3 3asBiieHOr0. [list peamizaiiii Takoro pojy MeTOiB, HeOOXiTHO BOJOIITH aK-
TyaJbHOIO CTATHCTHKOIO AaKTHBHOCTI B MeEpeXi B BHKOPHCTOBYEMOMY CEpEIOBMIN, JUII 3amoOiraHHS
BUHUKHEHHIO aHOMAJIbHO{ aKTUBHOCTI B il caMiif Mepexi.

Lost Audio Packets Steganography creranorpadis a6o LACK creranorpadist siBisie co6010 MacKyBaHHS
MOBITOMJICHB MiJ Yac po3MoOB i3 3acTocyBaHHsM |P-tenedonii. Ilpukiaamom € 3acTocyBaHHS MAKETiB IO 3aTPH-
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MYIOTbCSl (HABMHCHO HOIIKOJDKYIOTBCS, ITHOPYIOTHCS) IpUiiMadyeM ab0 NPUKIIAJHOIO IPOrpaMolo, ajie He JI0/aT-
KOM sl cTeraHorpadii [3].

VY 3B'I3Ky i3 THM, [0 HAHTIOMHUPEHIHM B iHTepHeTi € cTek npotokoiis TCP/IP, To nopednum € moOymosa
cTeraHorpadiyHuX KaHAIIB Ha HOTO Oas3i.

IMig mepexeBoro creranorpadi’io Ha MepekeBomy piBHI Momemi OSI (mami IP - creranorpadis), po-
3yMIETBCS TPYIIa METOIIB MEPEXKEBOI cTeraHorpadii, B SIKHX OCHOBOIO CTETOKOHTEHHEPY € HEBUKOPHCTaHi (3ape-
3epBOBaHI) MiCIIsl B 3arojioBKax i momsix manux [P - neirarpam.

Binnosigao monem OSI i mpuHmmmam creranorpadiuHoi mepegadi JaHWX, HEOOXiTHO IMpoaHaTi3yBaTH
MOXIIMBICTh BUKOPHCTaHHS MeToAiB IP-cTeranorpadii as 1oCATHEHHS METH JOCIIKEHHS.

AKTyaJbHicTh

AKTyabHICTE poOOTH 0OYMOBIICHAa HEOOXIMHICTIO 3a0e3MeUeHHs HAIIHHOTO PUXOBAHOTO OOMIiHY iH(OP-
Marlii B yMOBaxX MOKJIMBHX aTak Ha creraHorpadivyHi CUCTEMH Nepenadi JaHuX.

Merta

AHai3 cy4acHOTO CTaHy IPHXOBaHOI repejaadi JaHUX B iH(opMauiiiHii TelekoMyHIKaliiHiil Mepexi 3a-
TaJIFHOTO KOPHUCTYBaHHS Ta METOJIIB cTeraHOTrpadivHoi mepenayvi JaHuX B iH(QOpMaIitHUX TeIeKOMYHIKaIiHHIX
Mepexax.

3angaui

1. AnHami3 cygacHOTO cTaHy IIPUXOBAHOI Iepeaadi JaHuX B iH(popMaIiiiHii TeIeKOMYHIKaIiiHIi Mepexi 3araib-
HOTO KOPHUCTYBaHHSI.

2. AnHami3 Mepe)xeBHX MPOTOKOIIB, sIKi BUKOPUCTOBYBAJIHCS B iIHPOPMALIITHIX TEJICKOMYHIKALiHHIX Mepexax.
3. AHaui3 MetofiB cTeraHorpadivHoi nepeaadi JaHuX B iHGOPMALIIHUX TEIEKOMYHIKALIITHUX Mepexax.

4. AHani3z MeToiB MOOYJOBU MEPEKEBHX CTeraHorpadiyHUX KaHaJIiB Ta MOXIIMBHX aTak Ha cTeraHorpadiusi
CHCTEMHU Iepeaadi JaHux.

Po3B’sa13aHHd 32124

[MpuzHaueHHsmM MepexeBoro piBHs Mozeni OS| € opranizauis 3B'13Ky CTaHLiM, MO 3’€JHAHI 3 PI3HUMH JIO-
TIYHUMU KaHaIaMU Ta/a00 po3'eTHAHI IPYTHMU JIOTIYHUMH KaHadaMu. DyHKITi€r0 JaHOTO piBHSA B IepIry € BHOIp
ONTUMAIIFHOI YeprOBOCTI KaHATIB MK CTAHIIISIMH Y MIPOIIECi mepenadi makeTy (IpOTOKOJIBHOTO OJOKY JaHWUX Ha
piBHI Meperki). [cToprHO cKianocs, mo mepiri MepeskeBi MPOTOKOIH PO3POOIIIIICS 3 METOI0 BUKOPHCTAHHS iX B
robanpHuX Mepexkax ([M). Ile MokHa OOTPYHTYBAaTH BENHKOIO KiJIBKICTIO BY3INiB B I'M — omHi€I0 3 HaHCyT-
TEBIMMX MPobIeM B poOOTi € NOCATHEHHS eeKTHBHOI MapmpyTu3amnii. OTHOYaCHO 3'IBUBCS TEPMiH CTpaTerii
nepenadi — AaHorpaMa BipTyaJbHUX KaHalliB. JlaHOrpaMHa TpaHCIOpPTHA Mepeka — IIe Mepexka 110 Nepeae He-
3aJIeXHI aKeTH JaHuX — JaHorpamu. [IpuHIMI poOOTH Takol Mepexi CX0XUH Ha poOOTy 3BHMYAaHOT MOIITH —
JIMCTH HISIK HE MOB’s13aHi OJIH 3 OJHUM 1 MOXYTh 3aryOHTHUCH.

[Mepen TiM, siK IOYaTH Nepeady JaHUX B MEPEXi BIPTyaJbHUX KaHAIIB MK ITPOIIECAMHU HAJIATOJUKYEThCS
BIpTyalbHUI KaHal, sSIKUi (YHKIIOHY€E BIIPOJOBIK YChOTO CEaHCY 3B's3Ky. POOOTY Mepexi BipTyalbHUX KaHAaTIB
MOXKHa TIOpPIBHATH 3 Po0OOTOI0 Mickkoi TenedoHHOT Mepexi. Hacammepen HaiaromkyeTbCsl KaHal 3B'S3KY,
MOCJIIIOBHICTE 1H(OpMAILil, SKa TepenaeThes, 30epiraeThesi. JlaHorpaMHa TPAHCIIOPTHA MEPEKa BiAMpaBisie ma-
KeTH HabaraTo MIBU/AIIE 32 MEPEXy BIpTyaJbHUX KaHAJB, ajie He 3a0e3Ieuye rapaHTii Toro, o MakeT Jiine 1o
ajipecara (4eproBicTh HaAXOMKEHHS MAKETIB BUIAIKOBA; € IMOBIPHICTh BTPATH NEBHUX IAKETIB Ta NEpeHACHEH-
Hs OydepiB). Mepexka BipTyadbHHX KaHANIB MOBUIBHINIA, ajJie Ja€ TapaHTisA TOTO, IO MaKeT Ailiae 0 ampecaTy
(306epiraeTbcst 4eproBiCTh HAIXO/PKSHHS MAKETiB; BiOYBA€ThCS MPUITHHEHHS HAJIXODKCHHS MAKeTiB BiJ| JpKepe-
Ja SIKIIO BY30JI IEPEeHACHYCHHH).

OnHKUM 13 IPUKJIAJIiB BAKOPUCTAHHS HOJIIB 3arojIoBKiB npotokoiy [P € Meron, 3acHoBaHuit Ha Moudikarii
noniB “identification” i “fragmentoffset” [4] — [7] npu BcraHoBneHoMy npanopi “DF” (do not fragment — HE
¢parmentyBarn). ko BcraHoienuii npanop DF, moayns IP He crane dhparmMeHTyBatH neiitarpammy. 3amicTh
ILOTO JieTarpama BiKuaaeTbes i mo mpoTokoiny ICMP rerepyeThest TOBIIOMIICHHS PO MMOMWIKY — “HE00XiTHA
(hparmeHTaris, ajge BCTAaHOBJICHMH Nparop 3a00poHU (parMeHTamii’, sIKe IMOCHIIAETHCS BiANPABHUKY IaKeTa.
Sxmo IP-meditarpamma Oymna parmeHTOBaHa, TO KOKEH ()parMeHT CTa€ OKPEMHUM ITaKETOM 31 CBOIM BIIACHUM
IP-3aronoBkom. Taki makeTH MapIIpyTH3yIOTHCS HE3AJIEXKHO 1, SIK HACHiJOK, ()parMeHTH AeHTarpaMu MOXYTb
NPUXOJUTH B TOYKY IPU3HAYECHHS 3 MOPYIIECHHSM iX ueproBocTi. OnHak B IP-3aronoBkax ¢parMeHTIB MiCTHTBCS
BCsl HeoOXiiHa iH(popMaIlii 115 TX MPaBMIIBHOTO CKIIaAAaHHs B ITYHKTI IPU3HAYEHHS.

@parmenTanis B [P BUKOHY€eThCS He3aIeXHO BiJ TpaHcHopTHOTo piBHA Mozeni OSI. He nuBisuncy Ha Ta-
Ky IIPO30picTh, (hparMeHTais Moxke PUBECTH JI0 HeOaKaHNX HACHIJIKIB, sIKi T03HAYaIOTHCS Ha piBHAX Buie [P.

Cnpaga B TOMY, 110 Yepe3 BTpaTy OJHOT0 (parMeHTa NOTpiOHO IepeiaTH MOBTOPHO BCIO AeHTarpaMmy, a
OCKiNBKH B camoMy mpoTtokodii IP He mepexbadeni TaiimayT i MOBTOpHA mepenada, TO mi GYHKIIi MOBUHHI OyTH
noknazaeHi Ha Bumi piBHI. I[Ipotoxon TCP 3xilicHioe moBTOpHY nepexady 3 Taiimayt, a UDP — Hi [8]. Skmio Bu-
SIBUTHCSI, 110 BTPaueHO MeBHY YacTuHy cerMenta TCP, To 3 TaiiMayT Oy/Jie MOBTOPEHO Tepeady BChOro CerMeH-
Ty TCP. IloBTOpHa mepenada oxkpemoro ¢parmenta [P-geditarpamn HemoxiauBa B mpuHnumi. [lificHo, SKmio
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(parMenTaliiro 3poOMB HEe XOCT-IDKEPEIIO JAeHTarpaMu, a OJMH 3 IPOMDKHUX MapIIpyTH3aTOPiB, TO JUKEPENO He
MOXe€ 3HaTH, SIKUM caMe YMHOM OyJI0 BUKOHAHO PO30WTTs Ha (parMeHTH. Bike 3 ofHiel miel mpuunHu O6axaHO
BXKHMBATH 3aXOMiB I 3amoOiranHs ¢parmenrarii. @parmenTaris naketiB B IP € mraTtHOIO cuTyami€io, TOMY
BUKOPHUCTAHHS paHillle 3a3HAYEHUX MOJIB 3aroyoBKiB [P-makeTiB K CTETOKOHTEHWHEp € MiIKOM JOUUIBHUM Me-
TOJIOM ]IS OpTaHi3allii IPUXOBAaHOTO KaHAITy 3B's3Ky. [Ipu npaBmiIsHOMY BHOOpPi po3Mipy IMakeTy MOKHA TOMOT-
THCS] BUKOHaHHS HACTYITHOT YMOBH:

L<PMTU, (1)

ne L — nomxuHa nakery;
MTU — maximum transmission unit (MakcuMajabHUI PO3Mip KOPHCHOTO OJIOKY JTaHUX);
PMTU — MTU Tpacu Bix [mkepena 10 KiHIIEBOTO aapecara ITaKkeTa.

PMTU = min MTU;, (2)

ae min MTU; — MiHiManbHe 3Ha9eHHs MTU cepen inTepdelicip MappyTy, Ho IKOMY HpO¥ije MakeT.

[Ipu BukoHaHHI ymMoBH (1) HEOOXimHICTH (parMeHTallii makeTiB Ha iHTepdelicax MapmpyTy BiacyTHs. Le
o3Haugae, mo o “identification”, “flags”, “fragmentoffset” 0OpoOIATHCS TPOMIKHIMH MapIIpyTH3aTOPaMH HE
OyayTh. B TakoMy BHUIaiKy, Ipy BUKOPUCTaHHI IIAX TIOJIB SIK CTETOKOHTEHHEp, iH(popMaris BOyToBaHa B HHOTO
Oyzne mepemana 0e3 3MiH. €MHICTh TAKOTO CTETOKOHTEHHEP MOYKE CTAHOBHUTH JI0 32 OiT.

BukopucTaHHSI TaHOTO METOXNy AJSI JOCSTHEHHS METH JOCIIKCHHS HENOUUIBHO, TAaK SIK IOPYIIYETHCS
CTaH/ApTHI BUMOTH 10 npoTokoiy IP, a mpuxoByBaHi laHi pO3TalIoOBYIOThCS B 3arojioBkax IP-makeTiB B sBHOMY
BUTJISII.

Ha cy4acHomy erami meron “DF”, € eqMHUM ONmMcaHUM METOJOM MepexeBHi creraHorpadii, 3acTocoBy-
BaHUI Ha MepekeBoMy piBHI Mozeni OSI. Ane ¢ 3a3HaYUTH, 110 MOXKYTh ICHYBATH # iHIII MOJIs 3arojioBka IP-
Jieitarpamu, sKi MOXKJIMBO BUKOPHUCTOBYBATH JUIsl OpraHi3alii MpUXoBaHUX KaHaliB 0OMiHY iH(popMaLi€o B iH-
(dopmariitHo-TenekomyHikaniiinux mepexax (ITKM). o takux momni¢ BigHOCAThCs omuii IPv4, posmip skux
Moske nocsratu 40 Gaitt (puc. 1).

Tun=7 Poszmip 3cyB Ma;;:gy o
) ) | )
Lpefefofofep P TTTTTT] [Ill]ll_

MapmpyTHi JaHi

MapmpyTHi gaHi

10—

Pucyrok 1 — Bug monst onmii “3anwuc mapmpyty”

Jo omi#, siKi MO>KHa BUKOPHUCTOBYBATH 3 METOIO ITPUXOBAHOI Iepe/iadi JaHUX MOXHA BiIHECTH HACTYITHI:
“3amuc MapupyTy”’, “4acoBuil mTaMi’”’, “MappyTH3alis Big jmxepena”. CHUIBHOIO PHCOIO IepepaxoBaHUX OIl-
il € BUAiIeHHsT JocTaTHROro (110 40 OKTeTiB) Micis B 3aroyioBKy IP-makery mms ix peamisarii. [Tone ommiii €
HEoOOB'I3KOBHM, a X MiATPUMKa ITOBHHHA peaji3yBaTucs y Bcix mMonyisix IP (Ha xocrax i mimro3ax). Bukopuc-
TaHHS OMII BU3HAYAETHCS JJII OKPEMOi JielTarpamu, a He s pearizaiii Moayssl. TeopeTHaHa OCHOBA “MeTony
OMuii” ommMcaHa Ha MPUKJIAAL OMIii “3amuc Mapmpyty” 1 “gacoBuil mramn’. IIpyn BUKOpHCTaHHI B SKOCTI CTe-
TOKOHTEWHEpa MO JUI 3aMMCy MPOMDKHHUX BY3JIOBHX MPHUCTPOiB (omiis “3amuc mapmpyTty” abo Record Route
(RR)), MoxnmBO mocsrté po3mipy KoHrteitnepa no0 37 6aiit. Onuis RR npusHavena aist 3amucy B 3arojioBOK
neditarpamu [P-anpec BuxinHux intepdeiiciB MapIIpyTH3aTOPiB, 10 HepecHialid JaHy AelTarpammy. [lpu Bu-
KOPHCTaHHI JIaHOi OIIIiT MPEICTaBIAETHCS MOXIMBHAM 3anucat 10 9 IP-anpec. Lle mos's3aHo i3 TuM, mo B IP-
neirarpamu BigseaeHo 10 40 GaiTiB A OMUCY OIIIiH, 3 3 AKUX - 3aroIoBoK ommii RR.

Onuist NOYNHAETHCS 3 MOJIST TUITY OIIi, 32 SIKUM CIIiJ| TT0JIe JIOBXKHHU, 10 BpaxoBye Type = 7 MOBHHUi po3-
Mip omnmii (THII, po3Mip, 3¢yB, MapIIpyTHi AaHi). TpeTiii OKTeT MICTUTh NOK)XYHK HA OKTET, 3 SIKOI'0 IOYNHAETh-
Csl HACTyIHA O0JIACTh 3aMUCy MapuIpyTy. 3CYB BiJIpaXOBY€ETHCS BiJ MOYATKY OIIIii, TOMY 3HAYCHHS MOKAXIHUKa
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He Moxxe OyTu MeHme 4. X0cCT, 0 BiANpaBisie JedtarpaMmy, NOBUHEH 3a0€3MEUNUTH IOCTaTHIM NpocTip (po3mip
OmIii) IS 3aIMUCy aipec Ha NUIAXY J0 OJepKyBada. Y BUXIIHINA JedTarpami Mos aapec MOBUHHI MaTH HYJIbOBI
3HaYCHHS.

SKmmo moe MapIIpyTHUX JaHUX BXKE 3aIIOBHEHO (3HAYCHHS MOKAKYHKA MEPEBHUIILYE PO3MIp OIMIIiil), mefTa-
rpaMMa repecuaeTbesi 6e3 NOAANBIIOTO 3aIicy MapIIpyTy. SIKI0 mpocTip, 10 3ajHIIUBCS AV 3aIiCy Mapil-
PYTHHX JaHUX HEZOCTAaTHBO UL BKJIIOUCHHS afpecH, NeldTarpama po3risgacThCs K MOMIJIKOBA Ta BIIKHIAETh-
cs. Y TakuxX BHIIAJKaX BiANpaBHUK AelTarpaM Mmoxke Oytu mepemanuii ICMP moBimomiteHHS TpoO TMOMEIIKY B
nmapamerpax. Tomy, SKIIO Ha MepeJarodiidl CTOPOHI 3alMcaTi NPUXOBaHy iH(GOpPMAIIiIo B IO, IPU3HAYCH] IS
3amucy IP-anpec BuxinHux iHrepdeiicis, a g nomis “3cyB” Ta “po3mip” Oyzae BukoHaHo ymosa (1), To 1 gei-
Tarpama Oyze J0CTaBlicHa 0e3 3MiH.

Lp <Ly, 3)

A€ L, — OKTET MapUIPYTHHX JAHHX, IOYHHAIOYH 3 AKOTO Oyae 0OpOOIATHCS HACTYIHMIA TapaMeTp, KM 3aCTo-

COBYETBHCS B OIIOPHIH OIIIii;
Ly — 3HaueHHs po3Mipy omiii (B OKTETax), 3 ypaXyBaHHAM IONiB THITY Ta PO3Mipy OIILlii, 8 TAKOX OKTETYy MOKa-
JKYUKA Ta BJIacHE OIIIii.

st peanizanii onucanoro crnoco0y, HEOOXiIHO MaTH BCTaHOBJIEHE MporpamMHe 3a0e3MeYeHHs] Ha CTOPOHI
BIAMpaBHUKA Ta oJiepKyBava iH(popMalii, o npuxoByeTbcs. CuTyais npy sKiil TOTOYHUIT MapIIpyTH3aTOp HE
3MOXKe 3aIiucaT HeoOXiMHy B ommii iHpopMarito, € mraTtHO i npotokoiy [P [9]. [TomiOHMIA miaxix MOKIHBO
3acTocyBaru i o peurru omiiit [P — SR (source route — mapupytusais Bij jmxeperna), TS (time stamp — waco-
BUH IITaMII), IpH BUKOHaHHI ymMoBH (3). s 3ammcy, HeOOXIMHUX JaHUX [UIA OMIIH “MapIipyTH3allis BiJ IKe-
pema” i “3ammc MapmpyTy” BimBoauThcs 37 Oaift, a mig ommii “gacoBmwii mramm’ — 36 Oaiit B koxHind IP-
JedTarpami, o € €MHICTIO TAKOTO CTETOKOHTEiHepy. MeHIIa eMHICTh CTETOKOHTEIHHepa, IPH BUKOPUCTAHHI B
SKOCTi OnopHoi, onuii “gacoBuii mramn” (puc. 2), 00yMOBJIEHA TUM, LII0 B YETBEPTOMY OKTETI 1MoJIsl omii 30epi-
raethes iH(opMaIlris, HeoOXiHa sl BUKOHAHHS MPU3HAYCHHS OIIIIii.

[Mosne “HaanuIIOK™ MOKa3ye KUNBKICTh MapIIpyTH3aTOPiB, SKi HE 3MOIJIM BUKOHATH HEOOXIZAHY OIepalilo.
[Mone “mpamop” Moke HAOYBAaTH TAKUX 3HAYCHB:

- 0 — mpoMiKHI MapuIpyTH3aTOPH MOBHHHI 3aMUCYBATH TIJBKH 9aCOBI MITKH, SIKi 30€piraloThCsl B MOCIi-
JIOBHOCTI 32-01TOBUX CIIiB;

- 1 — mepen KOXXHOKO MO3HAYKOIO oMimaeTses [P-anpeca, sika peecTpye MiTKy MOJIYJIS;

- 3 — mouns agpec BKa3yIOTHCA 3a34aieriap i Moxyns [P mowmimae 9acoBy MITKy TITBKH B TOMY BHIIQJIKY,
KOJIM aJjpeca bOTo MOJIYJIs BKa3aHa HACTYIHOIO y CIIUCKY aApec Ol

Tun=7 PosMmip 3cyB Samamok IIparop

S NN 1
MapmpyTHi JaHHI

[}
MapimpyTHI JaHHI

( |
10—

Pucynok 2 — Bua nonst onmii “Yacosuii mramm”

[

BuxopucTaHHS 1aHOTO METOY JUIS TOCSATHEHHS METH JOCIHIPKEHHS HEJOIUIFHO 3 OTJILy Ha Te, IO MpH-
XOBYBaHI JJaHI PO3TAIIOBYIOTHCS B IOJIi OMIIiif 3aroyoBKiB [P-akeTiB B SBHOMY BUIIISAII.

ITin mepesxeBoro cteranorpadieto Ha TpancnoptHoMy piBHI Monem OSI (mani TCP — creranorpadis), po-
3yMIETBCS TPYTa METOJIIB MEPEXeBoi creraHorpadii, B SIKHX OCHOBOIO CTETOKOHTEHHEp € TeXHOJIOTidHI 0co0H-
BOCTI ITPOTOKOJIIB TPaHCHIOPTHOTO piBHA Mozeni OSI.

OpnuMm 3 npeacraBHUKIB MetoaiB TCP — creranorpadii, € MeTo[ Ha OCHOBI yIIPaBJIiHHS JOBXHWHOIO MOJIS
KOPUCHOTO HaBaHTa)keHHsI mpoTokony TCP.

Cyts Merony DL (Datalength) monsirae B ToMy, 1110 CEKpeTHHH TEKCT IPEJCTABIAIOTh Y BUTIISI TTOCIiIO0-
BHOCTI OIT, SIKy NepefaloTh OJep)KyBauy 4acTHHaMu. lle moB's3aHO 3 THUM, €MHICTh TaKOTO CTErOKOHTEHHepa
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oOMexeHa 1 B pa3i HeoOX1THOCTI mepenadi BeIMKoi KibKocTi iHdopManii, 110 NPUXOBYETHCS, ii HEOOXiTHO PO3-
6uBaTH Ha nopuii. CTErOKOHTEHHEPOM € JOBXKMHA MOJIS AaHUX KOXHOTro iHpopmauiliHoro TCP-cermenTa, npen-
CTaBlicHa B NIBilfkOBii1 popmi obumncnenns. B [10] 3amexmapoBaHo, o y BUNAIKy XEeHAIICHKY, Ha modaTky TCP-
cecii, CTOPOHHM 3a3;ajeriih HE JOMOBIIIOTBCA IPO JOIMYCTHME MakCHMajibHe 3HaueHHAX MSS (Maximum
Segment Size — MakKCHMaNbHAN PO3MIip CETMEHTY), TO HOTO 3HAYCHHS NMPUIMAETHCA 32 3aMOBUIYBAHHSAM PiBHIM
536 Gaiitam. B po6orti [11] aBTOp IpoTIOHY€E IPIXOBAHO IEepesaBaTy iHPOPMAIio, IPEACTaBICHY Y BUTIIAII TEK-
CTY, /I¢ KOKHiff OyKBi BigNOBigae MBiIfKOBa MMOCIIZOBHICTD 3 MPUIHATHOKO TaOIHIEl0 KomyBaHHs. [y maHOTO
MeToxy Iie Moxe OyTtu koxmyBaHHS windows-1251 (tabmumst CP1251). Ile xogyBanus € 8-po3psimHOio. JloBXHMHA
nons panux TCP-cermenTa HacTymHa:

DL = MSS — L, =536-20 =516, 4)

ne L, — nosxuHa 3aronoBky TCP-cermenta 6e3 ommiid.

B npomy BUMAaIKy, KUTBKICTh PO3PAIIB ABINKOBOTO 3HAYCHHS JOBXHHHU BigkpuToro Texcry ([ABT) Bianosi-
nae

Lot =Lm -1, Q)

Je Ly, =logo(DL) = 9,07 , IpK OKPYTJIEHHI 10 HaibmmKxyoro Oinkimoro ianosinae 10 po3psmis.

TCP-mamn mporiecy nepeayi JaHuX, 3aCHOBaHOMY Ha Metoai DL, 300pakenuit Ha puc.3. Y MeTosi 3aKia-
JieHa HeOoOXiHICTh OTPUMAHHS MiATBEPPKEHb PO JOCTaBKY KOXKHOT'O CErMEHTA JI0 BiJIPaBKH HacTymHOro. J{is
I[BOT'0 BUKOPUCTOBYeThCS mpanop PUSH (nmpanop npoImroBXyBaHHS JaHUX).

TCP: 50240 > scp-config [SYN] Seq=0 Win=32792 Len=0 MSS=16369 TSV=528243
TSER=0 WS=6

TCP: scp-config > 50240 [SYN, ACK] Seq=0 ACK=1 Win=32768 Len=0 MSS=16369
TSV=528243

TSER=528243

TCP: 50240 > scp-config [ACK] Seq=1 Ack=1 Win=32832 Len=0 TSV=528243
TSER=528243

TCP: 50240 > scp-config [PSH, ACK] Seq=1 Ack=1 Win=32832 Len=116 TSV=529497
TSER=528243

TCP: scp-config > 50240 [ACK] Seq=1 ACK=117 Win=32768 Len=0 TSV=529497
TSER=529497

TCP: 50240 > scp-config [PSH, ACK] Seq=117 Ack=1 Win=32832 Len=101 TSV=529523
TSER=528497

Pucynok 3 — TCP-mamn ipu nepegadi manux mo meroxy DL

Juis mocsarHeHHs OUTBIIOT CTIMKOCTI O BHIUICHHS MPHXOBAaHOI iH(OpMaIii aBTOP BUKOPUCTOBYE KPHIITO-
rpadiro. A came, BUKOpUCTaHHS MH(PYBaHHS CaMOro IPHUXOBYBAaHOTO TEKCTY, PO3CIIOBAHHS MPUXOBYBAHOTO
TEKCTY B JBIMKOBHX 3HAYCHHSX JOBXHUHHU TOMiB naHux TCP-cerMeHTiB, 3aissHHS CEKPETHOI MAacKH, M0 Hpe/-
cTaBJjsie cOOO00 JBIWKOBY IMOCIIJOBHICTh, TOOJUHOKE 3HAUEHHS SIKMX BiJIOBiae iHPOpPMAIIHIM, a HYJIOBI —
CerMeHTaM, 0 KaMy}iooTh. JlaHui MEeTOI Mae MOXIIUBICTD TiepeaBaTH OyaAb-AKi aHi, SKi MOKIHBO YSIBUTH
8 po3psmamu B IBiiiKOBi# cucteMi yncneHHs. [le Moxke OyTu: TeKCT, 300paskeHHs, ay/Ii03amuc, BiIe03amuc.

B [5] 3ampomnoHoBaHO METOM, SIKUI HO3BOJISAE MepeaaBaTH MPUXOBYBaHi AaHi BcepenuHi maketis TCP, mo
BIANPABIAIOTHCS HIOWTO ISl BUNIPABJICHHSI HEBAAIO Nepenanux paHux. Llei anropurm orpumas Ha3By RSTEG
(Retransmission Steganography — creranorpadisi B TIOBTOpPHiil nepeaadi).

Omnmcannit MeTo MPUXOBAHOI Nepenadi AaHUX JUIsl AOCATHEHHS METH JOCIHIKCHHS HENpPUAATHUH, TOMY
110 TTOPYIIYIOTHCS CTAaHAAPTHI BUMOTHU 10 npoTokony TCP, B yacTHHI ONTHMaIbHOTO BUKOPUCTaHHS KaHAJIBHUX
pecypciB, 1 3HIKYETBCS OUTBII HDK B JBa pas3u IIBUJKICTH Mepeaadi JaHuX B 0a30BOMY BipTyalbHOMY KaHai
nepenavi 1aHuX.

Takox, Bukiukae inTepec metox TCP-creranorpadii 3acHoBaHUIT Ha ynpaBiiHHI peTpaHCALil pparmeH-
tiB npotokony TCP — RSTEG.

OpnepxyBau npuiiMae MOYaTKOBUH MAKeT 1 BiAIpaBIIL€ MOBIIOMIICHHS PO YCIIIIHUI puiioM. 3aMicTb To-
ro, mo0 nepenaTu HaCTYIMHUH IaKeT, BiANPAaBHUK iTHOPYE MOBIJOMIICHHS NP0 YCHIIIHUHA MpUHOM 1 Bigmpasise
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MaKeT 3 MPUXOBAHUM 3MICTOM, aji¢ LIei MaKkeT Ma€e TaKuil ke 1ieHTH(IKATOop, 10 i MOMEPE/IHIi, a CHCTEeMH aHali-
3y MepexkeBoro Tpadiky BKe He MepeBipsSIOTh TOBTOPHUHA IaKeT.

JJis BCiX CHCTEM MEpeKeBOTO 3aXUCTY HOBHI MAaKeT 3 CEKPETHUM BMICTOM HE BiZIPi3HIETHCS BiJ MIOYATKO-
BOTO TTAaKETy, B IKOMY HE MiCTHIIOCS Hi9OTO Mifo3pinoro. Ko moBTOpHO NepenaHuii makeT qocsarae mpuiMaro-
401 CTOPOHH, 3 HBOTO BUTATYETHCS MPUXOBaHA iH(OpMAITis.

BucnoBku

B naniit poOoTi OCHOBHY yBary mpHAICHO aHAJ3y Cy4acHOTO CTaHy INPHUXOBAHOI Iepeiadi JaHWX B iH-
(dhopMariiifHili TeTeKOMYHIKaIiiHI# Mepeki 3aralbHOT0 KOPHCTYBAaHHS Ta METOJIB cTeraHorpadidHOl mepenadi
JIaHUX B 1H(OPMAIIIHO-TEIeKOMYHIKaliHHIX Mepexax.

[IpoBeneHo aHaii3 MepeXEBUX MPOTOKOJIB, SIKi BUKOPUCTOBYIOTHCS B iH()OpPMAaLIHUX TeIeKOMYHIKallii-
HHUX Mepekax pPO3KPUTO MOHATTS ‘“‘MepexkeBa creraHorpadis”, OCHOBHHM 3aBJAHHSAM SKOI € IPUXOBYBaHHS Ca-
Moro (akTy nepenadi MoBiJOMICHHS B KaHalIaX Iepeaadl JaHuX.

OxpemMoro po3risily BUMaraloTb MUTAHHS JOCIHIJKEHHS MOXJIMBUX aTak Ha cTeraHorpadiuHi cucteMu
(CI'C) nepenaui naHuX Ta po3pOOKH MPOMO3HUIIIH OO MOKPAIICHHS MOKa3HUKIB ¢)EKTHBHOCTI MO0 MPUXOBa-
HOCTI YIPaBJIiHHS IpH Iepenavi JaHuxX B iHGOpMamiliHiil TeleKoMyHIKaIliiHIi Mepexi, mo 1 Oyae HampsSAMKOM
MMOJANIBIINAX TOCHIIHKEHD.
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Bigomocri npo aBTOpiB

YucroB Banepiii IropoBuy — a1’ IOHKT HayKOBO-OrpaHi3alliifHOTO Biaairy XapKiBChKOrO HaI[lOHaJbHOTO YHI-
Bepcurety [loBiTpsiHux Cun imeni [Bana Koxxenyoa.

Baciora Kocrsainrun CraniciaBoBHY — JIOKTOP TEXHIUYHHMX Hayk, npodecop, 3aCTyMHUK HayalbHUKA XapKiBCh-
KOT0 HarioHanpHOTO yHiBepcuteTy [loBiTpstarx Cun imeHi IBana Koskemy0a 3 HaBuanbHOT poOOTH.
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