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OorJjiAA HUTAHHSA BE3IIEYHOI'O JOCTYILY A0
PECYPCIB CUCTEMHU JOMEHHUX IMEH

Hanionaneawuii yHiBepcuTeT «JIbBiBChKa MOMITEXHIKA

Amnortanis. Cucrema nomenHux imeH (DNS) Bukonye meperBopenus IP-agpecu cepBepa y JOMEHHeE iM's, IO JO3BOJSIE KOPHCTyBadaM
OTPUMYBATH JOCTYII J0 pecypciB 6e3 HeoOXigHoCTi 3amam'stoByBaTu ix |P-ampecu. Lleit mpoTOKo € HEBiN' €MHOIO YaCTHHOIO Cy4acHOro
InTeprery. OnHak, yci KOMyHiKaIii Mi>k KITI€HTOM Ta CepBEpOM BiOyBaIOThCs IO He3alIH(pOBaHOMY KaHali, IO POOHTH iX Bpa3IHBHMH 10
pi3Hux atak, Takux sk: Spoofing, Eavesdropping, Phishing ta inmmux. s momonaHHs naHOi mpoGiemu Oyiao po3poOICHO MPOTOKOIH
DNSSEC (DNS Secure), DoT (DNS over TLS) ta DNS over HTTPS (DoH). Cepen nHux ocrauniii, DOH, Halikpauie cnpasiserscs i3
3a0e3meucHHsIM Oe3neku DNS-mannx. DoH mmdpye DNS-tpadix Mik kimieHTOM Ta cepBepoM Ta 3alesnedye KOHGIICHIIHHICTH Ta
minmicHicTh MaHuxX. OHAK 1€ TPU3BOAUTE 10 NMPoOJIeMH y NpaBHiIbHOMY Bu3HaueHHI DOH-Tpadiky. B nmaniii crarti OymyTs onmcaHi 3acobu
JOCTI/DKCHHST BHSBJICHHsI Ta aHamidy HeGesmeunoro DNS-tpadiky, mo 06a3yroThcs Ha OCHOBI aHamizatopiB Tpadiky Tta meromy ML.
3anpononyo KOMOIHOBaHY METOIHKY IS IIOJOJIAaHHS 3arpo3 Ta MOJaHi MOPIBHSJIBHI XapaKTepHCTHKH HpoTokomniB Oesnexkn DNS. Taxum
YHHOM iCHY€ HEOOXiIHICTh Y 3aCTOCYBaHHI TiOpHUIHOTO MeToxy AociimkeHHs mKiumBoro DNS-tpagiky, mo 6a3yeTbcst Ha KOMIUICSKCHOMY
BHUKOPHCTAHHI aHaIi3aToOpiB Tpadiky, MAITMHHOTO HABYAHHSI Ta JIFOACHKOTO JOCBIMY Ul OTPUMAHHS CTATUCTHYHUX AaHHX. ToMy 11 001acTh
JIOCII/DKEHb € BaYKIMBOIO @ TAKOXK MAJIOJOCTIPKEHOIO B aCIeKTi Oe3IeKH JOMEHHUX CTPYKTYp. LIIIII0 JaHOTo TOCTimKEHHS € IPOJOBKEHHS
PO3BHTKY Ta BUBYEHH: TexHouorii DNS 3a monomororo npoTokodis mudpyBaHHs Ta iIeHTU(IKaNLI, a TAKOXK aHai3y IIKiUIMBOro Tpadiky 3
BHKOPUCTAHHSM aJTrOPUTMIB MaIlIMHHOTO HABYAHHS.

Karwuosi ciioBa: XocT, iHKancyJsuis, kiacudikaropu tpadiky, Cucrema JJomennux Imen, Mammaae HaBuaHHS, peKypCUBHHI pecoBep.

Abstract. The Domain Name System (DNS) is responsible for translating server's IP address into a domain name, enabling an end user to
access a resource without having to remember it’s IP address. This protocol is the basis of the modern Internet, but all messages between the
client and the server pass through an unprotected communication channel, which makes it vulnerable to various types of attacks (Spoofing,
Eavesdropping, Phishing and others). To overcome this problem, DNSSEC (DNS Secure), DoT (DNS over TLS) and DNS over HTTPS
(DoH) protocols were developed. The last one was the most effective. DoH encrypts DNS traffic between the client and the server and also
guarantees data integrity and confidentiality. This creates a problem in the correct recognition of DoH traffic. The article will describe
research tools for detecting and analyzing malicious DNS traffic based on traffic analyzers and machine learning methods. Comprehensive
methods for overcoming threats will be proposed and comparative characteristics of DNS security protocols will be presented. Thus, there is
a need to apply a hybrid method of investigating malicious DNS traffic based on the combined use of traffic analyzers, machine learning, and
human expertise to obtain statistical data. And that is why this topic of research is relevant, insufficiently researched in terms of the security
of domain structures. This work is dedicated to the further development and research of DNS technology using encryption protocols and
identification and analysis of malicious traffic, based on machine learning algorithms.
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Beryn Ta akTyaJbHICTD

Indopmaniiini TexHOJOTIi CTalud HEBiJ'€MHOI YaCTHHOK JKHTTS CY4acHOTO JIIOJCTBA 1 aKTHUBHO
BUKOPHCTOBYIOThCS y MOBCSKICHHI, podeciiiHiil isuIbHOCTI, TAKOXK B OCBITI (B T.4., AMCTaHIIHHIN) i Hayui [1].
Po3BuTOK cyyacHOro IHTEpHETY NPHUCKOPIOETHCS, BKIFOUAIOUM 3HAYHHMU 0OCST BeO-pecypciB, IO € HACIIJIKOM
rpaMOTHO BHOYIOBaHOI iepapxiuyHoi cucTeMu aoMmeHHHX imMeH DNS, 1mo € HeBiJi’€MHOI CKIIaJ0BOI B
iHpopMmauiiHux TexHoiuorisx. [Iporokon DNS neperBoproe nomenHi imeHa B IP agpecu 1 HaBnaku. Tpaauuiiino
3amuti DNS € He3ammppoBaHIMH, 1110 POOUTH iX BPa3IMBUMH 10 MEPEXOIUICHHS, MOAU(IKaIii 41 aHAITI3Y.

Meroau 6Gesmeunoro DNS-tpadiky MmaroTe Ha MeTI rapaHtyBaTH Oe3leKy Ta KOHQIAEHIIHHICTE HpHu
(yHKIIIOHYBaHHI cHCTeMH JOMeHHHX iMeH. DNS cxwipHMH 10 pi3HOro poxy arak, ckaximo: Spoofing,
Eavesdropping, Phishing [2-5]. Omxe, 3a0e3neuenns Oe3mexun DNS-tpadiky crae Bce OLTBII BaKIUBHM
3aBIaHHSAM SIK Y HAYKOBIiH, TaK i B MpakTU4Hil cepi, OCKUILKU 3]I0BMUCHUKN BUKOPUCTOBYIOTh Cy4acHI METOJU
Ta MIBHJKI MiAXOAH JJIsl IPOCITYXOBYBaHHS, EPeXOIUIeHHs Ta Kpaaixxku DNS-nanux. [4, 6]

OpmauM i3 cygacHUX 3aco0iB mogonanHs BpaznuBocteid DNS € DNS over HTTPS (DoH). Bigomo, 1o st
migBuieHHss 6e3mekn nporokory DNS 3actocoByrots mmpyBaHHS Tpadiky 1 HOro mojayblie HeperaBaHHI
yepe3 MPUXOBaHUN CKIQJCHUN KaHaj. 3po3yMijo, IO JJIsl YCIIITHOTO MPOBENEHHS JAOCHTiKEHb, BUSBICHHS Ta
aHanmizy HeOesmeynoro DOH-tpadiky HaiOinbmr egeKTHBHO Ta aKTyaJdbHO BHKOPHUCTOBYBATH METOIN
MAalIMHHOTO HaBYaHHS.[7].

3rigHo MPOBEIEHNX JOCTiKEeHb y poborax aBTopis Qasem Abu Al-Haija, Manar Alohaly, Ammar Odeh,
ABTOPH TOKA3aJIU JBOCTYIICHEBY CXeMy BHsBIICHHs 3710BMUCHOTO DoH Tpadiky [6, 8] 3a momomororo komOiHamii
PI3HMX METO/IB HaBYaHHS, BOHH IIPOIOHYIOTH JIBOLIApOBY cucTeMy. Ha nepmomy piBHiI Tpadik aHami3yeThCs 3a
JIOTIOMOT'OI0 allrOpUTMY «BHIaAKoBHX JiiciBy (Random Forest, RF), 1o no3sosnse inenrudikysaru iforo sik DoH
a6o ne-DOH. Ha npyromy piBHi, DOH-Tpadik ananizyerscs 3a 1onomororo kinacudikaropa «aJanTHBHAX AEPEB»
(Adaboost, ADT), m06 BusHauutH, uu € BiH O0e3neunum DOH a6o mkiamuBum DOH. [lana cuctema mpaigioe 3
MIHIMQJIBHOIO KiJIbKICTIO O3HAK, SIKi OyJIM BifiOpaHi 3 BUKOPUCTAHHAM aHaii3y rosioBHUX kommoHeHTiB (PCA), i
3MEHINYE KiJbKICTh BUOIPOK 3a JOMOMOTOI0 METOAY BHIIAJKOBOI HEMOCTaTHHOI BHOIpKH. ExcnepuMeHTanbpHA
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OLliHKa, SIKy BOHH IIPOBEIIH, IT0Ka3aja, 10 CUCTeMa Ma€ BUCOKY MPOJYKTUBHICTb 3 TOUHICTIO MPOTHO3YBAHHS Ha
piBHI 99,4%, a TakoX MiHIMalbHI YacOBi BUTPATH, SIKi CTaHOBIATH 0,83 cekyHaM /Ui mepmioro mapy ta 2,27
CeKyHAHM Ui apyroro. Lle HamToOBXye Hac Ha TYMKY, IO e()eKTUBHICTH MAIIMHHOTO HABYAHHS y JOCIIIKCHHI
DoH-tpadiky € Bucokoro.

OTxe, icHye moTpeba y MOJaNBIIOMY AOCHTIIHKEHHI 1 po3BUTKY Oe3meku cepBicy DNS i3 BHKOpHCTaHHIM
MIPOTOKOJIIB MH(PyBaHH:, MMPOIECIB aHANI3Y Ta BU3HAYCHHIO MIKiIIHBOTO TpadiKy 3a JOIIOMOTOI0 aJTOPUTMIB
mamuHaHoro Hasuanus (ML, machine learning).

Meta

MeTor 1BOr0 MOCTIIKCHHS € PETENbHUI aHaji3 MUTaHHS OC3MEYHOr0 OCTYMYy O PECypCiB CHCTEMH
JIOMEHHHMX IMEH, 3 METOI MOJANBIIOr0 BHBYCHHS CHOCOOIB TONIMIICHHS €(QEKTHBHOCTI BUSBJICHHS Ta
ineHTudikamii 3arpozauBoro DNS-tpadiky 3a momomororo anropurmiB ML anst 3abe3meueHHs Oe3neku Ta
KoHpineHifHOCTI DNS-naHux B Mexkax KJIi€HT-CEPBEPHHUX CECil.

Sagaui

=

Buxonaru ormsan BpasznuBocTeit cepicy DNS;
Buxonaru rpyHTOBHHI aHami3 npotokoniB DNS, DoH ta DoT;
3. OkpecnuTH PO3BHTOK CEPBICIiB Ta MPOTOKONIB OE3MEYHOTO AOCTYIY 0 PECYPCIiB JOMEHHHUX CTPYKTYP.

>

AmnaJiiz Bpa3iauBocreii ceppicy DNS

Bimomo, mo KokeH KOMITIOTEp B Mepexi [HTepHeT Mae yHikanbHy |P-agpecy, mo mo3BoJsi€ iHIIAM
KOMIT'TOT€paM CIIIKYBaTuCs 3 HUM. Y TOYATKOBiM cTaaii pO3BUTKY Mepexi IHTepHET KOpHCTyBadi MOTJIH
OTpHUMATH JIOCTYH JI0 BeO-cepBepa, BUKopucToBYylouH Horo IP-aapecy. Hanpuknan, s BinBigyBaHHS BeO-caiiTy
CloudFlare kopucTyBau moBuHEeH BBeCTH uucioBy [P-anpecy Beb6-cepepa 104.16.132.229, 3amicTh CUMBOJIBHOT
cloudflare.com.

VY 1980-x pokax HaI3BMYalHWHA PICT KITBKOCTI XOCTiB B IHTEpHETI MPU3BIB A0 YCKJIAJHEHHS IPOLECY
3amaM'sITOBYBaHHS Ta yrnpasiiHHus [P-ampecamu koxuoro okpemoro xocta [9]. Paul Mockapetris Bupimms 1o
npoOJsieMy, 3alpoIoHyBaBIIM cucTeMy aoMeHHHX iMeH (DNS). Jlana cuctema 3aificHIOBana IE€PETBOPEHHS
YHCIIOBHX 1IeHTH(]IKaTOPiB XOCTIB HA CUMBOJIbHI alibTepHATHBY 1 HaBmaku [10].

3a opuriHaneHO0 KoHIeNIiero, DNS MmaB iepapxiduHy CTpYKTypy HOIIOHY JO IepeBa, ska CKiaganacs 3
TPBOX piBHIB: KopeHeBoro piBHsA (Root Layer), BepxHporo piBHs ado piBHs qomeHy (Top Level Domain — TLD) i
aBropureTHoro piBHa (Authoritative Layer) [10]. IIpomec mepeTBopeHHs cHMBONBHHX iMeH Ha I[P-agpecy
MOYHHAETHCS 3 MOMEHTY, KOJIM IHTEPHET-KIIIEHTH, a caMe BeO-0pay3epu, moaarots DNS-3amuT i nepeaarots ioro
10 pexkypcuBHoro peconsepa (Recursive DNS resolver), sikuii, y cBOIO 4epry, mepeiae 3amuTd J0 IEKITbKOX
iTepatuBHUX peconBepiB. DNS-peconBep — 1ie cepBep, NpU3HAYCHHH JUIS TPUHOMY 3alMTIB BiJ| KJIIEHTCHKUX
MalllMH 4epe3 BeO-Opaysepu. 3a3Buuaii pecosiBep BIANOBIga€ 3a JOAATKOBI 3amuTH, m00 3a10BoiabHUTH DNS-
3aIUTH KIi€eHTa. BiH Mae Ha/licnaTH 3alMT 10 KOPEHEBOTO PECOJIBEpa JJIsl JOMEHY BEPXHBOTO PiBHS (HAIPHUKIA[:
.com, .edu, .gov i T. 1.). CepBep nomeny BepxHboro piBHsi (TLD) € HacTynmHHM KPOKOM y TOIIYKY KOHKPETHOT
IP-ampecy i MiCTUTB OCTaHHIO YaCTHHY iMEHi XocTa (HalpHKIad: A caiiTy example.com cepBepoM BEPXHBOTO
piBHa € "com"). Ilefi cammii mpomec MOBTOPIOEThCA st peconBepa TLD, skuit Haicuinae 3amuT 10
ABTOPUTETHOTO pECOJIBEpa, HaNpHKiIa] example.com. ABTOPUTETHHH cepBEp IMEH € OCTaHHBOIO JAHKOIO Y
3aIUTi IO cepBepa iMeH 1, SKIIO BiH Ma€e JOCTYII J0 3aIHCy, 0 SKOTro OyB 3IiHCHEHUH 3amuT, BiH noBeprtae |P-
ajipecy JUIsl BIAMOBIHOTO iMEHI XocTa 3BOpOTHHO 10 DNS-peconBepa, sikuit 3poOHB MmoyaTkoBHi 3anMT. Y KiHII
PEKYpCHBHHUI pecojiBep MOXe 3AIHCHUTH 3alUT PO MiJUIOMEH WWW BCEpeluHi JoMeHy example.com i
MOBEPHYTH KIIieHTY Horo [P-anpecy, Sk moka3aHo Ha pUCYHKY 1.
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Pucynoxk 1 — Cxema ¢ynkuionyBanus DNS
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DNS-tpadik He 3ammdppoBaHuii, a 3aMUTH Ta BiANOBiAI HaacHIalThes y Bigkpuromy Burisiai (UDP/53), i e
O3HaYae, MO OyAb-XTO MOXE CIIJIKyBaTH 3a oOMiHOM naHuX. HaBith sikimio BukopucroByetscst HTTPS, cam
samut DNS we mmopyerses [11,12]. Takuit BiAKpuTHI BHI KOMYHIKaIli Ja€ MOXIJIHBICTH 3JIOBMHCHHKAM
3pificHroBat ataku Ha mepemaHi DNS-mani. IIporoxonr DNS me Mae BOymoBaHHX MeXaHI3MIiB 3aXHCTy, IO
CTBOPIOE OYEBHIIHI 3arpo3M U HiJiCHOCTI, aBTeHTH(iKamii Ta KoH(}imeHmiiHOCTI. Ha pucyHky 2 300paxeHa
Mozens noteHminHuX DNS-3arpos. ITogarkoBi DNS-moBinoMIIeHHS, 0 MEpeqaroThCs MEPEkKero, He 3aXHUIIeH]
Bil BTpy4YaHHA i MOXYTh OYTH 3aMIHEHHMH «B pEaJbHOMY 4Yaci» HamaTHUKOM, IO MOXE 3aJHIINTHCS
HEeTIOMiYeHUM JUIa KitieHta. Yepe3 BiACYTHICTh aBTeHTH(iKamii, 3TOBMUCHUK MOXXE HMPUKHAIATHCS CIIPABKHIM
DNS-peconsepom 3a gomomoror ataku "mogura nocepenuni” (Man In The Middle) [3—4, 13]. Sxmo
3JI0BMUCHHUK YCIIIIHO BHKOHA€ TaKy aTaKky, BIH MOXXE HAJCWIAaTH KIieHTy mixpobineni I[P-agpecu, mo
MepeHanpaBIIsIOTh Tpadik Ha IKIUIMBI CEPBEPH.

Network threat
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Www exarmple. com [;]I
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Pucynox 2 — Mogens norenuiitnoi DNS 3arposun

JlonaTkoBo, HamaJHUKH MOXYTh BHKOPHUCTOBYBAaTH BiACYTHICTh KOH(QineHuiHocti B DNS. ko
3JIOBMUCHUK Ma€ KOHTpoib Haa MapuipytomM DNS-tpadiky, BiH Moxe cTpaTeriyHo OJOKyBaTH KOHKPETHHH
MOTIK JaHUX, 3aCTOCOBYIOUH pi3Hi Buau oomexxenb (DNS Policy). Li oOMexeHHs: MOXYTh (DUIBTPYBATH 3aIIUTH
DNS kopucryBaya Ta 3riJHO 3 yCTAaHOBJICHUMH IPaBHIAMH NEPEHAIIPABIATH Tpadik 10 HEICHYIOUOTO pecypcy
a00 mpocTo OIOKYBaTH 3aNUT 1 MOBEPTATH MOMUIKY A KiieHTa. Ille oanH, MEHIT aKTHBHUHA METOJ, HONATAE y
3axoIuieHHi Ta aHamizi DNS-tpadiky mis 300py ZaHUX MPO aKTHBHICTH KOPHCTyBaya. 3 OTJISAY Ha IIHPOKE
nommperas DNS-tpadiky, e Moke NPHU3BECTH A0 IOBHOI BTpAaTH KOH(INEHIIHHOCTI IJIsI KOpHCTyBada
InTepHery.

[IporanuHa y 3aXUCTi KOH(IACHIIIHOCTI TaHUX BIUIMBAE HE JIMINEC Ha Oe3MeKy, a iHOAI i Ha mpaBa JIOIUHH
[14]. BaxxnuBuii BHECOK y 30epexeHHs KOH(DIICHIIIHOCTI 0COOMCTUX AaHUX KOPHCTYBauiB BHEC/A ITOCTAHOBA
GDPR (The General Data Protection Regulation — 3aransuuii Pernament 3axucty JlaHux), sika HaOpaja
yuHHOCTI 25 TpaBHs 2018 poky i € HaiicyBOpiliMM 3aKOHOM IIpO KOH(QIJEHHIHHICT 1 Oe3rmeky B CBITI.
HesBaxarouu Ha Te, 1m0 BiH OyB npuiinstuii €sponericekum Coro3oMm (€C), meil 3aKoH HakIaaae 000B'SI3KKA Ha
opraHizarii y Oyab-sKOMY PETiOHi, i¢ BOHH 3[IiICHIOIOTE HalpaBJIeHHs abo 30MpaloTh JaHi, TOB'sS13aHi 3 ocod0aMu
B €C[15, 16].

3rigao 3 Global DNS Threat Report [17], sxuit npencraBuB Pomen ®@ymiepo, mocimigHUK i3 KibepOe3neku
IDC (International Data Corporation), Ounbiue, Hixk 88% opranizauiil y BCbOMY CBITi 3a3HAJIM aTaK Ha CHCTEMY
DNS npotsirom 2022 poky, 0 B CepeAHEOMY CTAaHOBHUTH 7 aTak Ha KOXHY OpTraHi3amifo. 3BiT TaKOX ITOKa3aB,
mo DNS-¢immar, migpodka DNS, 3apakeHHs MIKIATUBIM MpoTrpaMHAM 3a0e3nedeHHsM depe3 DNS-tpadik ta
ataku DoS/DDoS 0ynu HaiinommpenimmumMu atakamMu Ha cepBic DNS. V pe3ynbrari Takux atak oprasizauii B
cepeaHbOMy BTpatiiii 942 Tuc. nonapis, BiAMOBIMIHO 10 KOXKHOT ataku [18].

Amnaini3 nporokoJiie DNS, DoH ta DoT

Hust po3p’sizanHst npobsemu Oesnekrt DNS-ganux y 1999 poui 6yB po3pobienuit HaOip cneuudikaiit
DNSSEC 3 meroro 3abe3neueHnst aBTeHTH(IKAIT KIHIIEBMX TOYOK Ta IUIICHOCTI JaHUX, OJHAK BiH 3aJIMIIAB
npobiiemn 3 KoH(ineHiHicTI0O He BupimeHuMH. Cucrema DNSSEC neperBoproBana |P-axpecy Ha nomeHHe
iM’s 3 kpunrorpadiynoro mimicuictio. Takum umHoM, DNSSEC wmir Oyti BuKOpucTaHWi uis imitauii abo
MaHimymoBanHs DNS-gaaumu, abo x UIs AOCHIKEHHS Ta IepeHanpasicHHs nux nanux. [Ipore DNSSEC He
BHUpilLllyBaB Npo0IeMu KOH}IICHIIHHOCTI i MaB HU3BbKHII piBeHb BIpoBamKeHHs [19].

Y munynomy mpotokon HTTP takok MaB cxoxi mpoOiiemu 3 Oe3mekoro maHuX, sk DNS, i He maB
BIJIMOBIAHMX MeXaHi3MiB Oesneku a0 BrpoBamxkeHHs SSL (Secure Sockets Layer), a motim TLS (Transport
Layer Security). Buxopucranas TLS i SSL y HTTP mpusseno mo po3sutky nporokoxy HTTPS. TLS i SSL
JUIOTH K MPOMDKHUH mIap, 3a06e3Mmevyoun HUTiICHICTh, MM(pyBaHHS Ta aBTCHTU(IKAIIIIO.

IIpomixunii map 6e3nexknu TLS Bimirpae kmogoBy pons mist npotokonis DoH (DNS over HTTPS) ta DoT
(DNS over TLS). DoT — 1e mpoTokon Ge3mekH, sIKMii BUKOPHCTOBYE IMH(pyBaHHs Ta iHKarcymsmniro DNS-
3aMMTIB 1 Bimnoigel B ctannapTauii TLS-cermenT TpancmopTHOro piBHs. [Ipu Bukopuctanni DoT Ha cropoHi
BeO-KkitieHTa iHimiroeThess TLS-cecis i3 peconBepoM, M0 BKIIOYAE MEPEBIPKY HOTro cepTu(ikaTiB myOIiYHOTO
KiIfo4a Ta OOYMCIICHHSI CeKpeTHOro kitoda. [licis BcraHoBIIeHHs cecii BinOyBaeTbesi oOMiH 3amm(poBaHUM
DNS-tpacdikom gepes nmopt (TCP/853) [20].
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Ipote, y 2018 poui DoT He craB 3aranpHONpUitHATEM cTaHgapToMm, i1 DoH He OyB BmpoBamkeHHi sK
aNbTEePHATUBHUMN I yHi(QiKoBaHOTO BHKOpHcTaHHs [19]. OnHak, kpunrorpadiyni BiactuBocti DoH Taki %k, sik
y DoT, DoH mmdpye DNS-tpadix mis 3abesmedenHs mimicHocTi i koHQigeHmiitHocTi DNS-3’ennanns. Ha
npotusary Big DoT, DoH nepenae nani me 3 Tpadikom TLS, a 3a nomomororo mosizomnens HTTPS. Li HTTPS-
MOBiTOMJICHHS TIepenatoThest dyepe3 TCP/443, sk i 3suuaitanit Tpadixk HTTPS [2-5, 21]. Takum unHOM, MOKHA
MIPOBECTH MOPIBHAHHS MepekeBoro cteky npotokoiiB DNS, DoT ta DoH. (puc. 3).

Application (DNS) i Application (DNS)
Session (TLS)
Application (DNS) Session (TLS)
Transport (UDP) Transport (TCP) Transport (TCP)
Network (IP) Network (IP) Network (IP)
Data Link Data Link Data Link
DNS DNS over TLS DNS over HTTPS

Pucynox 3 — ExBiBanentu mepexeBoro crexy nporokoisiB DNS, DoT ta DoH y nopiBusuHi [11]

Iportokon DoH mpartoe 3a cxeMor0 3aUT-BiAMIOBIAB, 13 ypaXyBaHHAM BigMiHHOCTEH Mix Bepcismu HTTP.
HTTP 1.1 odiuiitro He pexomennoBaumii RFC [8] uepe3 HU3BKY MPOIYyKTHBHICTH, OJHAK OUIBIIICTh PECOIBEPIB
Ta Opay3epiB mATPUMYIOTE Horo. ['onoBHa mpobiaema oomexenHs nponykruBHocTi HTTP 1.1 — e BimcyTHICT
MIATPUMKH JCKUTBKOX OJHOYACHUX 3aIlUTIB Y MEXaX OJHOTO 3'€MHaHHA. 3TIHO i3 AochimkeHHsIMH aBTOpiB K.
Hynek, D. Vekshin, J. Luxemburk, T. Cejka, A. Wasicek, 6payzepu Chrome Bepcii 94 ta Firefox Bepcii 91
3MEHIIYIOTh 3aTPUMKY TPOIAYKTHBHOCTI, CTBOPIOIOYM J€KUIbKA MapalelbHUX 3'€qHaHb (3a3BHYail 1Ba).
[TepemMukarouuch MiXK IUMH 3'€IHAHHSMH, BOHH MOXXYTh BUKOHYBaTH KBasiogHouacHi 3amutu. 3rinmHo 3 RFC
8484 [8], xoxxHe MOBigOMIIEHHS MiCTHTh juire oguH DNS-3anut a60 DNS-BiamoBigs. TakuM 4MHOM, MEPEKEBI
CKaHepU MOXYTh MiJIpaXxOByBaTH KUJIbKICTh 3alMTiB/BIANOBIIEH, epenaHuxX y muppoBaHOMY KaHali, 0 HaJae
00’exTHBHIIYy iHpopManio mpo odmin DNS-nosigomnens [8]. [lpore, Hisika iHIma iHpOpMAaLis HE MOXKe OyTH
Oe3nocepeIHbO OTPUMAaHA 3 MEPEXKEBUX CErMEHTIB, 0 MatoTh TLS-mudpyBanHs.

3 orsiy Ha KOHIEMIiio MepexeBoro piBHsi, DoH moxiOHuil 10 craHgapTHOro OOMiHY NaHUMH 4epe3
HTTPS. Bin BcranoBmioe 3'emHanHs uepe3 TCP/443, mpoBomute TLS handshake ta mepemae mami y
sammdpoBanomy Burisiai. Lle mo3Bomse ananizyBatu BMicT DNS-3amuTiB Ta Hafae JOOaTKOBHUIT piBEHb 3aXHCTY.
Tumosa cucrema, mo 6a3yerses Ha aHanmizi DNS-maHux — e 0aThKiBCHKHIT KOHTPOJb, SIKUH OJIOKY€E TOCTYII 10
MeBHUX Wweb-pecypciB  mumixoM BuOipkoBoro OmokyBaHHS DNS-zanmriBe [22]. HaBopotw, KOpekTHe
posmizHaBanHa DoH e cknmamHoro 3amadero, Ui BHPIMICHHS SKOI MOTPIOHO BHKOPHCTOBYBATH CIEMiaji30BaHi
MOJIei MallMHHOTO HaB4aHHs. Hapasi He BiJOMHIi JKOJEH KOMEpUIHHHUN MPOIYKT, KUl OM BHKOPHCTOBYBAB
CTaTUCTHYHI MeTo U 200 ML mist po3mizHaBanHs Ta 0s0kyBanHs DoH Ttpadiky.

Hagaiite posrisiHemo nportokon DOT. Bin BukopucroBye mopr TCP/853 1 migrpumye TpamunidHy
¢ineTpamito 3a nopramu TCP/UDP. Ile mo3Bojisie MepeXeBUM iHXKEHEpaM yIpaBisiTd Ta Onoxysath DNS-
Tpadik A 3aXUCTy MEPEeXi BiJl 3I0BMUCHUKIB, 30epiratoun koHdiaeHuilinicte DNS-38's13ky. OHak 1e Moxe
MaTH CBOI HEJOJIKH, Taki sk BigkpuTui mopt TCP/853 mnsa atak. Hampuxiazm, 3MTOBMACHUKH MOXYTh aTaKyBaTH
el MopT i3 BUKOPUCTAHHAM BeJMKOro obcsry Tpadiky, mobd npusynuauta podory DoT. B Takux Bumamkax
npotokos1 DoH crae BaxnuBUM pillleHHSM, OCKUIBKY BiH iHKarcyiaroe DNS-tpadik y 3Buuaitni HTTPS-3anurny,
mo pobuts DNS-3'eHaHHS MEHII MOMITHHAM /IS TpaauLidHMX 3aco0iB ¢uisTpanii 3a mopramu TCP/UDP.
OnHak, BIJICYTHICTh BHIMMOCTI B MEpPEXi MOXE TaKOX O3HAuyaTH, IO aTaKh MOXXYTh HPOWTH HETIOMIYEHHUMH.
TakuMm 4MHOM, 3JIOBMUCHHKH MOXYTh BUKOPUCTOBYBaTH npoTokos DoH 1i1st cTBOpeHHs MpuXoBaHUX KaHAJIB 3
30BHIIIHIMHU CepBepaMH KEpyBaHHS KOMaHJAMHM, IO JO3BOJISE 1M 3IIHCHIOBATH KPAaaiKKKM JaHUX Ta iHOIN Jii
[23].

IIporoxon DoH OyB mpuitHsaTHii MiXHapOJHOI OpraHi3aIi€l0 CTaHAapTH3aIlii MEepPeKeBUX TEXHOJOTIH
(IETF) sx moxyment RFC (RFC 8484 [24]) y 2018 pomi. Ha manumit MoMeHT icHye OBi peami3amii mporo
npotokoiy. Ilepma peamizaris, 3rigHo 3 RFC 8484, BukopucroBye kimacuunuii ¢opmar "Wire" DNS, sxwmit
iHKancymoeTbes y npotokoni HTTPS. "Wire format" - nie aBifikoBe npeactaBineHHst 00'ekra DNS; 3a3Buuait mie
IoBimomnenus (Message) abo Pecypcuuii 3ammc (Resource Record). Metogm Write i Read Bu3Haueni y tumi
3minaux [WireSerialiser, BUKOpPHCTOBYIOTbCS [UIsi cepiaiizauii Ta necepiamizanii o6’ekra DNS. Kiacu
WireWriter i WireReader BUKOpHCTOBYIOTbCS Ui KOAYBaHHS Ta AEKOIyBaHHS THIIB JaHUX. Y JaHOMY
npezcTaBiaeHHl 00’ekta DNS Takox BH3Ha4eHI 3py4HI METOAU ISl MIATPUMKH 0aiiTOBOro MacuBy abo MOTOKY.
IoBinomiiennss B Qopmari «Wire Format» nepematorbes yepes HTTP-zamutu GET/POST, BigmosimHo 10
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BHU3HauYeHb, HaBeneHux y RFC 1035.

Icuye anprepHatuBHuUil miaxig no DOH, skuii Bukopucrosye dopmar JSON 3rigno 3 RFC 8427 [25]. V
mpoMy Bumaaky naHi DNS koxyrotees i mepenmatotsest yepes HTTPS-zamur GET. 3apas Oimemmicte DNS-
nposaiinepis (mpubmmzHo 90%) BukOpHCTOBYIOTH Tpaauuiitauii «Wire formaty, sikuit Mmoxe OyTu mepenanuit
gepe3s HTTPS-GET (mampukiran, https://dns-resolver.com/?dns=<base64-encoded-query>) a6o HTTPS-POST
[26]. Tum me menm, mintpumka DoH Ha ocuoBi JSON cmocrepiraetsest nume y npubamsHo 30% DNS-
nposaiizepis [27]. Y mpakTnuHOMY 3acToCyBaHHsS Bci Opaysepw, siki miarpumyiore DoH, BHKOPHCTOBYIOTH
tdopmat «Wire format», mo cymicuuii i3 RFC 8484, pazom i3 metogom POST HTTP. Ilix wac POST-3anuriB,
DNS-3anut Brimrouaetbest y Tino HTTP-3anuty, a Tum MIME (application/dns-message) BKa3yeTbCsl y 3ar0JIOBKY
Content-Type. Meniatun (MIME) Bkazye popmar ¢aiiny abo 1okymMeHTa.

Bukopucrannst JSON ¢opmary Oyno 3ampomonoBano Google i, xoua neit ¢opmar He € odiuiitHo
CTaH/IapTU30BAaHUM, BiH JO3BOJISIE YHHKHYTH moTpeOu B mapcepi DNS-¢dopmary Ta monerimrye ananiz DNS-
NOBIOMIICHB, IO TOHAOThCs y TekcToBiit ¢opmi [28]. Iliaxim JSON BimpisHseTbcs 4MTaOENBHICTIO Ta
3pYYHICTIO MaHIIyJIFOBaHHs JAHUMHU Ha OCHOBI TEKCTOBHX MOBIJIOMJICHb.

Hesiki ocHOBHI Opay3epn HpomoHYIOTh BuKopucTanHi JSON, xoua meil ¢opmar He € aKTHBHHM 3a
3aMoBUyBaHHAM. Ha pucyHKy 4 HaBeneHo mnpukian BiamoBimi Ha DNS-3amut tumy AAAA i1 moMeHy
example.com, me 3anmcu AAAA BiamoBizaroTe foMerHil [Pv6-aapeci.

{
"'Status™: 0,

"TC™: false,

"RD": true,
"RA™: true,
"AD": true,
"CD": false,
""Question™: [
{
"name"": ""example.com.",
"type™': 28
}
1
"Answer"": [
{
"name"": ""example.com.",
"type': 28,
"TTL": 86400,
"data"": "*2001:db8:85a3:0:0:8a2e:370:7334"

}

Pucynok 4 — INpuknan DNS-Bignosini Ha AAAA 3anmut

BinmoBigHO 10 MOCTIHHOTO 30UIBIICHHS KUIBKOCTI JIOMEHHHX CTPYKTYp 1 CKJIAAHiCTIO (ikcarii
zammdposaHoro DoH-tpadiky, crae oueBumHNM, MO mociikeHHs 3'eHaHb DOH 1 BHSBJIGHHS IIKiJTMBOTO
TpadiKy 3aIMIIAIOTECS AKTyalbHIMH 3aBJIaHHSMHU JJIs1 HAYKOBIIIB.

IMonanbuiuii pO3BUTOK CepPBiciB Ta NPOTOKOJIIB G€3MEYHOr0 I0CTYIY /10 pecypciB TIOMEeHHUX
CTPYKTYp
DNS over HTTPS mae nmexinska BimminHocTe# Bim DNS over TLS, Ha 3pa30k BUKOPHUCTaHHS MEXaHi3MiB
HTTP/2 (mexanism HTTP Push, ctucuenas HTTP-3aronoBkiB, mapaienbHICTh HOTOKIB TOIIO), BUKOPHUCTAHHS
TLS 1.2 i Bume Ta iHTerpamis 3 3aranpHor0 cuctemoro HTTP (kemr, mpokci, ayTeHTHdIKaIlis, TOIIO).
Oco0bmauBicTh Mojeni nepenaui ganux HTTP Push: kiienT Hazgcunae cepepy 3amuT junie oguH pas. [licns
MEpILOro 3alHUTy CepBEp NMPOIOBXKYE HAJICHIATH HOBI OHOBJICHHS KIII€HTY, IOMOKM BOHM JOCTymHi. KiieHT He
MOBUHEH JIyMaTH TpO HAJCWIAHHS JOJATKOBUX 3allMTIB Ha cepBep Ul OTpUMaHHs naHux. Lle 3HauHO
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€KOHOMUTB NPOITYCKHY 3JaTHICTh MEpeXi Ta 3MEHIye HaBaHTa)XEHHsS Ha cepBep. SIKIIo KIIeHT (MiKcepBepHa
KOMYHIKaIlisl) 3HaXOJUThCSI B TOMY CaMOMYy IIPOCTOpI, 110 # cepBep, abo SKIIO cepBep BCTAHOBIOE Oe3NeyHe
3’€¢IHAHHSA 3 KIIE€HTOM, KII€HT MOXe OyTH MmiKmodeHuid depe3 KiHmeBy Touky API, sxa masmuBaetscs URL-
aJIpECcOr0 3BOPOTHOTO BUKIIHKY.

Baxxmeum € te, mo DoH Oymno obpano sk MexaHizMm Oesmeku ansi DNS-narnx y BeG-Opaysepax 3aBasku
THy4Ki#l iHTeporepabensHOCTI Opay3epiB 3 API mporokory HTTP [28]. I came Tomy DoH € B mentpi yBaru
HAYKOBUX JIOCIIIKEHb B Tally3l MEpeKeBOi OC3IEKH.

Bimomo, mo mocnimkenns mudpoux Binoutkie DoT ta DoH aktusHO mpoBogumuck [28-31]. Hudposuii
Binourok (digital fingerprint) — ne yHikansHuH 1MGPOBHUHN 11eHTH(DIKATOP, BAKOPUCTOBYETHCS IS 3a0€3eYeHHS
aBTeHTH(iKanii. BiH MicTuTh Halip JaHWX, SKi iJEHTHU(]IKYIOTh HajJalTyBaHHS Opay3epa Ta KIIE€HTCHKOTO
NPUCTPOIO K yHiKanbHI. [Iporpamue 3a0e3nedeHHs 11 3HATTS BiIOMTKIB 30epirae naHi BiJOUTKIB Ha CTOPOHI
cepBepa, SIKi 1103a MeXaMH JIOCTYITy JJIst KopuctyBada. Lle no3Bosisie ineHTH(hiKyBaTH Ta BiCTE)XKyBaTH IHTEPHET-
KOpPHUCTYBayiB, HaBITh SIKIO BOHU BIIXWIISIOTH JO3BiJ HA BUKOpUcTaHHs cookie. Lludposuii BigONTOK po3ninpus
BIJICTeXKCHHSI KOPHCTYBadiB 1 MpHCTPOiB 0Oe3 BHKOpHCTaHHA (aiimiB cookie y peanbHicTi, 1 HOTO cTano
HaJI3BHYAi{HO BOXKKO KOHTPOJIFOBATH 200 PEryJIIOBaTH.

3BicHO, Tak sk DoT moxke OyTH ineHTH(IKOBAaHUM 3aBIIKH BHKOPHCTaHHIO TopTa tcp/853, BomHOYac DoH
HE Ma€ OYeBUIHOI BimMiHHOCTI Bix 3Bu4aitHoro HTTPS-tpadiky, ockibku BUKOpUCTOBYE tcp/443. Tomy ogHIM
i3 3aBmaHp 1i€i poboTu € imeHTHdiKanis DoH-Tpadiky, 3 SKMM He CIpaBITIOTHCS TpaAWLiiHI (aepBonm Ta
aHai3aTOpH MaHWX. BupimeHHS maHOi 3amadi moTpedye TiOpUAHOTO MIAXOMy Y BHKOPHCTaHHI MeToniB ML Ta
HOTepeIHIX HAYKOBHUX JOCIIHKEHB Y Taly3i Mepe:)KeBUX TEXHONIOTiH Ta Kibepbesmeku [32].

Biamosiguo no mocmimkens Haykosiie K. Hynek, D. Vekshin, J. Luxemburk, T. Cejka, A. Wasicek —
JSON dopmar ganux mnependaucHUl MEPEBAXKHO I OJHOPA30BHX 3alUTIB JOJATKaMH, SKI HE BHMArarTh
BEJIMKOT MPOJIYKTHUBHOCTI a00 IIBUIKOTO Yacy Bianosifi [8]. 3arpumka pobotu nporokoiay DNS 6e3mocepeiHbo
BIUTMBA€E Ha MPOAYKTHBHICTh MepekeBHX mporpam [33]. 3HauHa KiNbKICTh JIOCTITHUKIB MPOBEIH BHMipIOBAHHS
HacJiKiB BpoBakeHHss DoH Ha mpomyKTHUBHICTS, 1 1i pe3yiabTaTH y3arainbHeHo y Tabiuui 1. [TopiBHsUIEHUNA
aHaJII3 TOCIiIKeHb CTOCyeThes BIuMBY DoH Ha mpoaykTuBHICTh. [lapameTpu BUMiprOBaHHS BKIIFOYAIOTh JaHi Ta
JDKEepesio BHMIpIOBaHb, @ PE3yJIbTATH BU3HAYAIOTH OCHOBHI BUCHOBKH 10O BILIMBY DoH Ha mpoIyKTHBHiCTH
nmopiBHAHO 3 Tpaaumiitaum DNS.

Tabmms 1 — [MopiBHSHHS JOCTIKEHB, OB’ sI3aHMUX 3 NMPOoAYKTUBHICTIO DoH. BumiproBanHs

Aemop Pix llapamempu eumiprosanms Pezynomamu
McManus 2018 | Kopucrysaui Firefox Hesnaunwuit BB, nogaHa 3aTpuMKa 6 Mc
[34]
Bottger ta in. | 2019 | OnguH KiieHT He3Ha4yHuii BIIIMB Ha 3aTpUMKY I dYac
[35] TOBTOPHOT'O BUKOPUCTAHHS 3’ €THAHHSI
Borgolte Ta in. | 2019 | CamoemyspoBaHi MepexeBi yMoBH | BuOipkoBHii BIUIMB, B 3aJI€KHOCTI BiJl YMOB
[22] Mepexi
Hounsel Ta in. | 2020 | CamoemysboBaHi MepexeBi yMoBH | BubipkoBuii BIUIMB, B 3aJI€XKHOCTI BiJl yMOB
[36] MepEKi
Hounsel Ta in. | 2021 | 3reHepoBaHo uepe3 KiHLEBi Touku | BuGipkoBuii BIUIUB, 3aJIeKHO BifI
[37] 1o Bcii IliBHiyHIH AMepuii BUKOPHUCTOBYBaHOT0 pecosiBepa DoH
Chhabra Tta in. | 2021 | I'moGanbHi  BUMIpIOBaHHS — cepell | BuOipkoBuii BIUIMB, 3aJ€KHO BiJl yMOB
[38] 224 kpain Mepexi
Mbewe T1a iH. | 2021 | 3reHepoBaHO Yepe3 KiHIEBI TOYKHM | BHOIpKOBHMII BIUIMB, 3alie)KHO BiJl YMOB
[39] 110 BCii Adpuui Mepexi
Jerabek Ta in. | 2022 | 3renepoBani, 0J{HA JOKaIlis BubipkoBuit BILIUB, 3aJIEKHO BiZ
[40] BHKOPHCTOBYBaHOT0 pecosisepa DoH

Iepme mocmimkeHHs moao 3arpumku DOH, omyGnikoBane MakManycom [34] 3 Mozilla y 2018 poi,
MOKa3aJIo, 110 Cepe/iHs 3aTpuMKa rporpam, cnpuunHeHa DOH, ckmanmae Bcroro 6 mc. Hactymue nocuimkeHns,
npoBeneHe bértrepom Ta iHmmMu [35], CKOHIIEHTpOBaHE Ha MOPiBHAHHI BUKOHAHHS DoH 3 Tpamumiiiaum DNS.
Ixni pesysnbraTi nokasyots, mo DoH nojae 3Ha4HY 3aTPUMKY, KOJIH 3'€IHAHHS BUKOPUCTOBYETHCS ISl OJHOTO
3amuTy. OfHaK, SKmo 3'exHaHHS DOH BHKOPHCTOBYETHCS MOBTOPHO AJIS KUTBKOX 3aITUTIB, JOAATKOBA 3aTPUMKa
MiHiManpHA. [HIIE MOCHiIKEHHS, MpoBeAeHe XayHceuloM Ta iHmWMH [36], moka3ye, mo 3atpumka DoH i
HaJIHHICTh 3HAYHO 3aJeXaTh Bill BHOOpPY peconBepa. Lle Takoxx miarBepmkyoTh kepabek Ta inmi [40], sxi
JOCITIKYBaIM TIOBENiHKY po3mizHaBadya DoH i1 po3mopin po3mipiB makeriB DoH 3anexHo Biff BHKOPHCTAHOTO
peconBepa. 3rigHo 3 IXHIMH pe3ynbraTtamu, neski peconBepu DoH BuxopuctoBytots moBri HTTP-3aronoBkw,
IO TPU3BOIUTH JIO OUTBINUX MAKETIB 1, OTXKE, 10 OLIBIINX HAKIATHUX BUTPAT.
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Binbm neranpHe pociimkeHHs Oyino nposeaeHo Uxabporo ta iHmmMu [38], siki mociimpkyBanu BB DoH
Ha TIPOJYKTUBHICTh y BCbOMY CBIiTi. IXHi pe3y/IbTaTH MOKa3ylOTh, 10 KOPHCTYBAdi 3 KpaiH 3 BUCOKUM piBHEM
JIOXOIY Ta SIKICHOIO IHTepPHET-iIHPpPACTPYKTypOI MAaroTh MEHIII IIaHCH Ha CIOBUTBHEHHS MPOAYKTHBHOCTI,
cnpuarHeHe DoH, mo Mojke BIUIMHYTH HEPiBHOMIPHO Ha KOPHCTYBadiB 3 KpaiH i3 MEHIINMH €KOHOMIYHUMH
MOKIIMBOCTSIMH. I1XHI BHCHOBKH TaKOX MATBEPIKYIOTCSA JOCHI[DKEHHAMH XayHcelia Ta iHmmx [37],
Bopromnrpre Ta iHmux [22] i Mbese Ta immmux [39], gxi Takok Moka3yrTh, mo DoH mae He3HaYHHI BIUTUB MPH
HU3BKHAX MEpPEeKEeBHX 3aTPUMKax. 3TiIHO 3 MU JOCTimKeHHsMA [22, 38, 41] pu poOOTi 3 mepeBaHTaKEHAMHA
a60 MobOimpHIME Mepexkamu 3G, Tpagumiiauii DNS 3Ha9HO nepeBepurye DoH.

Ha 2023 pik, DoH mnigrpumyerbcsi (ZeKkomM HaBiTh BKIIIOYAETHCS 33 3aMOBUYBAHHSM) OIIBLIICTIO
aKTyaJIbHUX BeO-Opay3epiB Ha ChOTOJHINIHIN AeHb, Takux sk Chrome (mounHatoun 3 Bepcii 83.0), Edge, Firefox,
Opera ta Brave. [IpucyTHi Takox pigHi peconBepu 3 miaTpumkor DoH y Microsoft Windows [8] i cyuacHux
muctpubytnBax GNU/Linux (Hampukian, uepe3 systemd-resolved). DoH miaTpumyeTrbcsi OCHOBHUM
MPOTpaMHUM 3a0e3NeUeHHsIM cepBepa IOMEHHUX iMeH, TakuM sk BIND (nmounnaroun 3 Bepcii 9.17.10), KNOT
resolver (mounnatouu 3 Bepcii 5.2.0) i Unbound (mounnarouu 3 Bepcii 1.12.0). Takox icHye mpokci-cepep DoH
Bin Cloudflare, sxkuit HasmBaetscs cloudflared. I[puHaiiMHiI BiciM peamizamiii kimierta DoH Bimomi, a Takox
IIOHaMMEHIIIe IIICTh CePBEPHUX pealtizalliil, ki mepepaxoBani Ha dnscrypt.info.

Buxopucranns kinieaTcekoro DoH-Tpadiky Oymo mocmimkeno S.Garcia ta iH. [42]. YV cTaTTi npeacTaBieHo
TPY BeNHKi HAOOpPH NaHWX BiJ BEJIUKOTO €BPONEHCHKOTO YHIBEPCHUTETY, BEIHKOIO €BPOIEHCHKOTO IHTEPHET-
MpoBaifiepa MocIyr Ta TI00ambHOI KOMMOaHii i3 kKibepOe3neku. Pe3ynpraTi mokasyroTs, mo oocsr tpadiky DoH
3pic mpotsirom 2020 poky; ogHak DoH 3amumaeTbes BIiZTHOCHO PigKICHHUM IMOPIBHSHO 3 Tpagwmidaum DNS.
[MizcymoK AOCIiHKEHb, MOB'sI3aHUX 3 BIpoBapkeHHsIM DoH, nokazanuii y Tadmurii 2.

Tabmuus 2 — TlopiBusiHHS napamerpie DoH

Asmop Pix | Ilapamempu Bumiprosanns Pesynomamu
Deccio 1a in. [43] | 2019 | Yepes Bimkputi pecoasepu Bnposamkenusa< 1%
Garcia ta in. [42] | 2021 | AapecHwuii npoctip [Pv4 931 DoH-cywmicHi [P-anpecu, oocsr tpadixy DoH
Tpadixk Bin 3 opranizauii 3poctae, DoH 3ycTpiuaeThbcs BiTHOCHO PiAKo.

Ockinbku OCHOBHOIO TepeBaroto DoH e migBuiena KOH(iIEHIIHHICTh KIHIIEBHX KOpHCTyBadiB [21], il
Oyyio JetanbHO BHBUYEHO OaratbMma mocmigHukamu [25, 44]. 3arajgom icHye 3arajibHUN CKENTHUIU3M MI0J0
nmocratHOCTi mudpyBanas DNS mis 36epeskeHHsT KOH(IISHIIITHOCTI KopucTyBadiB. ToMy OyiH 3amporoHOBaHi
nmonatkoBi MexaHi3mu npuBatHocTi DNS min HazBoto EDNS (Extension Mechanisms for DNS — mexanizmu
posmupenas it DNS) padding. Kmieatn 3 migrpumkoro DoH BigmpaBisiioTe 3amuTé 3 JAOAaBaHHSIM
BUTIAIKOBOTO BMICTY, IOO BUPIBHATH pO3MipH BCixX makeTiB. Padding 3MeHITye MOXIIHBICTh BUTOKY iH(OpMAIIii
Jyepe3 CTOPOHHIM KaHai. Ataka cTopoHHIMHU KaHanmamu (side-channel attack) — me excrioitr cuctemu Gesmekwu,
cripsiMoBaHuil Ha 30ip iH(popmalil a0 BIUIMB Ha BUKOHAHHS MPOTPAMHU CHCTEMH, IUIIXOM BHMIpIOBaHHs abo
BUKOPHCTAHHSI HENPSAMUX eEeKTiB CUCTEMH 4H 11 anapaTHOro 3a0e3MeUeHHs, a He HallIIOBaHHs 0e3M0CcepeHbO
Ha nporpamy uu ii kox. Haifuacrimie i ataku cripsMoBaHi Ha BUIIy4eHHs KOH(ineHiliHOT iHpopmanii, 30kpema
KpUnTorpadivHuX KIIOYiB, IIISXOM BUMIPIOBAHHS BUIIAJIKOBHX aNlapaTHUX BUIPOMIHIOBAHb.

udposi BinduTku web-caiiTiB MOXKyYTh OyTH ypaxkeH] aTakaMu CTOPOHHIMH KaHallaMu. ATaka Ha BiIOMTOK
web-caiity (Website fingerprinting — WFP) € okpemum Bumaakom anamizy tpadiky. BoHa BHKOHYyeThCs
JIOKILHUM IlepexoIunoBaueM (eavesdropper) i Mae Ha MeTi oTpuMatH iH(popMalito po BMicT (ToOTO web-caiir,
JIO SIKOTO CIIPSIMOBYETBCS 3aIUT) 3aIM(POBAHUX 1 aHOHIMHHMX 3’€JTHAHb [IUITXOM CIIOCTEPEKEHHS 3a IabIoHaMu
Mepexi MK BiJIIPaBHUKOM 1 NEpPIINM BY3JIOM aHOHIMizalii (ToOTo By3iaoM Bxoxy). TyT 3I0BMHCHHK HPOCTO
BUKOPHCTOBYE MeETaJlaHi, Taki sK pO3Mip IMakeTa Ta HWOro HampsMOK, He IMOpYIIyIoYd MH(pyBaHHS, 100
(macWBHO) TEPEXOMUTH MEpPekKeBUN Tpadik, 3IOBMUCHUK ab0 KOHTPOJIOE CKOMIIPOMETOBAHWN MEpEeKEBHMA
IpUCTPil Ha mUIAX ab0 Kepye BY3JIOM 3JI0BMHCHOTO BXOXy. ATaka Ha BiIOMTKH 0a3yeThCs HA MPHITYIIEHHI, 110
3'eqHaHHSA 3 KOKHUM CalTOM CTBOPIOE YHIKaJIbHY MOCITITOBHICTH PO3MIpIB MAKETiB, Ky 3JIOBMHCHUK MOXE
BUKOPHCTOBYBATH JJIsl BU3HAUSHHsI TIepeaaHoro Ta 3ammdpoanoro Bmicty [45]. Bushart i cmiBaBTOpu [46] Ta
Siby [45] mpoBenu ataky Ha BigOuTKm web-caiiTiB, BuKopuctoByroun Tpadik DoH, i3 BigkmoueHum EDNS
padding. ABTOopM BKa3yIOTh, IO iX MiAXix moTpebye MeHme NaHuxX A oOpoOkH, 30epiralodu IpH HBOMY
AHAJIOTIYHY TOYHICTh MOPIBHSAHO 3 TpaauliiiHUMU BinOuTkamwu, ski BuHaWmoB Edward Richard Henry mie
HarpukiHii 19-ro cromitra. O6MIBa JOKYMEHTH TakoX olliHIoBainH Tpadik 3 yBimkHeHuM EDNS padding i Bonn
YCIIIIIHO BU3HAYAJIM 3alUTYBaHi iMeHa 3 TouHicTio Oubie Hix 70% npu Bukopuctanui HTTP1.1.

Hynek Tta in. [8] npoBenu excnepuMeHT, cxoxuil Ha [45], Bu3Ha4yaroum niiicHi 3anutH i3 Tpadixy DoH;
OJTHAK BOHM HaMarajucsi BH3HAuUTH (QakTuuHuil oOcsr Tpadixy DoH i mokaszanm, mo MOXIMBO BH3HAYUTH
KiJIbKiCTh 3anuTiB abo Bepciit nporokosry HTTP nmns nomewis, ski BukopuctoByBanmu DoH 3a nmomomororo
CTaHIApTHOTO NPOTOKONY. bimpmie Toro, iM Bmajocs po3mi3HATH IOMEHHI iMeHa 3 TouHicTio 90% mpu
Bukopuctanni HTTP 1.1.
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Hynek Ta in. [33] npoBenu excriepuMeHT, aHanoriunui arari WEFP [45] 1 monsraB y BUBYEHHI MOBEAIHKU
peamizanii npotokony DoH y web-0Opaysepax Firefox i Chrome, a Takoxx piBHS AeTamizamii, SKHiA MOXHa
BUSBUTH TUIAXOM CIIOCTEPEXKCHHS Ta aHaNi3y iH(opMaril Ha piBHI makeriB. Y poOOTi Oyl0 BHKOPHUCTAHO
HaBUEHOTO KiacudpikaTtopa ML, axwii HagaBaB IeBHE YSBICHHS IPO OKpeMi JOMEHHI iMeHa JIMIIe Ha OCHOBI
3axoruieHoro 3ammdposanoro 3’exHaHHEs DoH. Metoro mocmimkeHHs Oylio BH3HAYEHHS pEalbHUX 3alHTIB B
Mexxax ogHoro DNS-moBimomnenns. Bonn anamizyBamm ¢opmy Tpadiky DoH i Tpadik maB Taki kpurepii:
KUTBKICTh 3amuTiB, Bepcii mporokorxy HTTP, posmipum moBimommenr DoH. OcranHii mapameTrp, BOHH
BUKOPHCTOBYBaIH, 11100 BU3HAYWTH 3aMuTaHi JOMeHHI iMeHa 3 TouHicTI0O 90% npu Bukopucranni HTTP 1.1 ta
70% npu BukopucranHi HTTP2. Oxnak iX MeToa BHUSBHMBCS HENPHIATHUM, KOJNU OYyJIO0 YBIMKHEHO (yHKIiO
BukopuctanHs EDNS.

ATaka Ha 3HIKEHHs pUBaTHOCTI Oyna nocnimkena Huang ta iH. [47]. Bonu npoBenu aTaky, OJOKYHOUYH
3'ennanHs DoH, 3mymryroun Opaysepu moBepTaTHcs 0 TpaauuiiHoro HezamungpoaHoro DNS 6e3 momiTHOTO
CIOBIIIICHHS B iHTEpdeiici kopucTyBada. 3riHO 3 TOCTiKeHHAM [47], BUpOOHUKHU Opay3epiB HE BBAKAIOTH IO
aTaKky BPa3JIMBICTIO, ajie cKopilie 100pe 3a0KyMeHTOBaHO (yHKII€r, sika Takoxk omnucana B RFC 8310 [48].
BB atakn Ha 3HMKEHHS MOKE OYTH 3MEHIICHMH 3a JOMOMOTOIO BIATIOBIJHOTO CIOBIIIEHHS IIPO BTPATY
MPUBATHOCTI, OJHAK JKOJICH 3 BUPOOHUKIB Opay3epiB He [UIaHye iHTerpyBaTH ioro [47].

IHme nwurtanHA TpUBaTHOCTI, NoB's3aHe 3 DoH — me meHTpamizamis mpoBaiimepamu DoH, moxnmBa
Kopersimis Ta 3noBkuBaHHA [P-ampecamu kiieHTiB 1 DNS-3ammramm. [IpoGmema mneHTpamizamii maHMX
posrisimaetses y mpormo3utii mpo Oblivious DoH (ODoH), sika BUKOPHUCTOBY€e aHOHIMHHUHN TPOKCI IS 3aIIHTiB.
ITpoxkci mae indopmariito mpo [P-anpecu KITi€HTIB, alne He MOXE TMEPEBIPATH BMICT MakeTiB. PecosaBepu MOKYyTh
YUTATH BMICT TaKeTIB, aje He 3HatoTh [P-anpecu kiieHTa nosa npokci. B nanuii vac ODoH nepeOyBae Ha cranii
po3pobku mpoekTy RFC 3 nocrynuum Biakputum koaom [8].

V tabauui 3 npeacraBieHe NOPIBHAHHS JociikeHb DoH 1mono konginenuiitHocti. ¥ cdepi 3acTocyBanHs
JUISL TIPOCTOTH BBOJASATBHCS CHpOLIEHI Mo3HaueHHs: C — CHIBBIIHOIIEHHS 3amM(ppoBaHUX 1 He3aumndpoBaHUX
DNS-nanux Ha pexypcuBHOMY peconBepi, FP — araka na Binoutkm (Fingerprinting attack), DG — artaka Ha
MOHWKEHHS, P — pomo3uIisi HOBOi TEXHOJIOT].

Tabmmus 3 — [opiBasHAS npuBatHOCTI DOH

Aemop Pix Coepa Pezynomamu
3aCMOCy8amnHsl
Shulman Ta im. | 2014 C BukoHaHHA KOpENAMiifHOT aTaku AN BUBEACHHS IPEIMETHOL
[49] obacTi.
Bushart Ta im. | 2019 FP ML-Mozmenp misi po3mi3HaBaHHS BeO-caifTiB, TouHicTh 86,1% 0e3
[46] MeXaHi3My 3aXHUCTYy.
Siby Ta in. [45] 2019 FP ML-mozmens s BinOMTKIB BeO-caiiTiB, TouHicTh 90,08% G6e3
3aXHCHOTO MEXaHI3MYy.
Hynek Ta in. [42] | 2019 FP ML-Mozmenb Juisi BU3HA4YeHHS JOMEHHOTO IMEHI 3a 3aluTOM,
touHicTh 90,14% 6e3 MexaHi3My 3aXHUCTY.
Huang ta iu. [47] | 2020 DG BukonaHHs aTaku Ha nmoHrKeHHs Bepcii DoH y Be6-Opaysepax.
Singanamalla Ta | 2020 P Ipomnosumiss  Oblivious DoH mogo migBuineHHS — piBHS
iH. [50] KoH(QineHHOCTI KopucTyBadiB DoH.

Ha ocHoBi gocmimkens [22, 33, 51] mo10 BIUMBY MacoBOro po3ropranus DoH, MojkHa 3p0OHTH BHCHOBOK,
mo mnpotokon DoH e mpoGnemoro 6e3nexu, OCKiIbKM 0araTo iCHyIOYMX aBTOMAaTH30BAHMX IHCTPYMEHTIB
MepekeBoi  Oe3lmekn  MOKJIAJaroThesi Ha  HesamudpoBani  DNS-moBimomieHHs.  ATakepd  MOXYTb
BUKOPHCTOBYBATH Mi/IBUILEHY KOH]iIeHLiHICTh y 3ammdpoBanux DNS-moBimoMieHHsX, M100 NPUXOBYBaTH
cBoi wkiumBi aii (Bugo3mina DNS-tpadiky, Bukpanenas DNS-gaHux Mix KITIEHTOM Ta cEpBEpPOM, MPOBEICHHS
MiTM-araku, Tomro). Hasite sikimo DoH 3abesneuye koudigenuiiinicte DNS, BiH He 3axuiae Bia miaminu
DNS-poszniznaBanns («orpyenuss DNS-kemry») Ta nosBoisisie ctBopeHHs DNS-tyHeni [8]. Otpyenns DNS-
kerry (DNS poisoning) — e BHeceHHs danpmuBoi indopmanii B DNS-kem, y takuii cioci6, mo DNS-3amutn
MOBEPTAIOTh HENPABWIBHY BiJAIMOBi/b, a KOPHCTYBadi NMEPEHANPABIAIOTECA Ha MifpoOHI web-caiitn. OTpyeHHS
DNS-kemy Ttakox Bigome sk «DNS spoofingy. Ockinbku DNS-neperBoproBadi 3a3Bu4aii He MOXYTb
MepeBipuTH JaHi y CcBOIX Kemax, HempaBmwibHa DNS-iHpopMmariis 3ammmaeTscss B Kemli, TOKH HE
npoTtepMiHyeTbest «dac KuTTs» (Time to live — TTL) a6o momoku ii DNS-3amnuc He Gyze BHIaIeHHI BPYUYHY.
Huzka BpazmmBocTel poOUTh MOXIHMBUM OTpyeHHS DNS-kemry, ane ocHOBHa mpoOiemMa IoJsrae B TOMY, IO
DNS cTBOpeHo 11 HabaraTo MEHIIOro 3a po3MipaMu [HTepHeTY Ta 6a3y€eThCsl Ha IPHUHIIMIN TOBIPH.

OctanHiM YacoMm OyJio IpoBeACHO 0arato MOCHIIKEHb 3 IHTCHCHBHOCTI BHKOpHCTaHHA Tpadiky DoH.
3arasom 3’sBUBCs HayKoBUi iHTepec 10 Temn «DNS resolving y kibepOesnewui», Ta Bce X € e 6arato teM, siki
Oyym ManonocnipkeHi abo He fociijkeHHI B3araii. Lle nae miarpyHTs Assi pO3BHTKY HaIpsSMKY HayKOBOTO
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JOCIiKeHHs ipoTtokonry DoH, sikuii 3 Touku 30py 0e3rekn MOXKHa PO3JUIMTH Ha JBi Kareropii: 1) Bussnenus
npucytHocti DoH B Mepexi Ta 2) Busnenns wkimmsoro DoH-tpadiky.

BucHoBkH

VY naniii podoti Oyno nocmimkeHo monan S0 HAyKOBHX JDKEpes, Lie J03BOJIMIO MPOaHali3yBaTH OCHOBHI
NPUHOMIK Ta (YHKII] TPOTOKOJIB OE3MeYyHOro JOCTYNy B JOMEHHUX CTPYKTypax. byma chopmynboBaHa
OCHOBHA IpobiemMaTnka npotokoiny DOH — me ckinamHicTh po3nisHaBaHHS Ta aHai3y HOro NaHUX IiJ 4ac KIi€HT
CEpBEpHHX ceciil. 3arpornoHoBaHuil riOpuIHUI MEeXaHi3M AJisl €DEKTHBHOTO BUSIBICHHS Ta TOJANBIIOTO aHAJI3y
DoH-tpadiky, mo 6a3yeTscst Ha KOMOIHOBaHOMY BHKOPHCTaHHI alTOPUTMIB aHami3y Tpadiky, ML Ta HabyToro
JFOJICBKOTO JOCBiMy IS 300pY CTaTUCTHIHUX JAAHHX.

Cucrema nomeHHux imMeH DNS € BaxiamBo CcKIamoBo IS [IOCTYIy JO IHTEpHET-PECYpCiB,
3a0e3Meuyroun  ITOCHIOBHICTh, TPaHYIbOBAHICTh Ta iepapxiudHicTe. J[laHa cucTeMa € HEOOXiTHOIO I
(yHKIiOHYBaHHS iHGOPMALIHHOTO TPOCTOPY Ta ii HEMOXKJIMBO MOBHICTIO 3aMiHuUTH. OIHAaK depe3 CBOi
0COOJIMBOCTI BOHA CTa€ IDKEPEJIOM DU3HKY, SIKMM 3JIOBMHUCHHMKH JIETKO MOXYTh cKopHcrarucs. Lli pmsmkn
BKJIIOYAIOTh aTaku Ha niiicHicte DNS-tpadiky, Hanpuknaa araku tany MITM; ataku Ha koH(]iZeHUIHHICTD
DNS-pnanux, taxi sk DNS Spoofing, DNS poisoning i DNS Fishing; araku, siki cnpsiMoBaHi Ha NOpPYIISHHS
aBreHTHOiKanii DNS-tpadiky, Hanpuxianx Website fingerprinting attack; a Takox araku, chpsMoBaHi Ha
BuBeieHHs 3 naxy DNS-peconsepis, Taki sk DoS ta DDoS.

Brnposapkennst HoBoro nporokoiry DNS over HTTPS ycyBae 3arposu, nputamanHi tpaguniiinomy DNS,
3a0e3neuyrour IUQpyBaHHA Ta KOHQIACHUIWHICT, HaHUX B MeXaxX KIIEHT-CEPBEPHUX 3 €IHAHHIX, NPOTE
BOJIHOYAC CTBOPIOE OJATKOBE HABAHTAXKEHHS Ha Tpadik.

Po3po0ka icTOTHO HOBUX MOZENEH I JOCTiKeHHs Ta aHamizy DoH-tpadiky i3 3a0e3medeHHsIM BUCOKOI
e(eKTHBHOCT] KIFOUOBHX IMOKA3HUKIB MOXKE HAJAaTH MEPEkKEBHM iH)KeHepam, KiOepiHkeHepaM Ta (aXiBISIM B
ramys3i 3aXWCTy KOMITIOTEPHHX MEpeX SKICHI pIIIeHHS, IO HEOOXimHI IS CTBOPEHHSA KiOepOe3medHoro
iH(pOpMaLiHHOTO POCTOPY, HOTO YIPABIiHHS, MOHITOPHHTY Ta HETIEPEPBHOTO 3aXHCTY.

Jani ¢akTopu M03BOJIAIOTH cHOPMYBAaTH MOAAJIBIII €Tamu MOCHIDKEHHS: 1. AHami3 Ta po3mi3HaBaHHS
wkipmBoro DoH-tpadiky; 2. J[locmimkeHHs edekTHBHOCTI 3actocyBaHHsS ML-TpeHoBaHoi Mozedni
ineHTHdikamii mkigmuBoro tumy Tpadiky; 3. YJOCKOHaleHHS METOJOJIOTii BUSBIEHHs MIKijuuBoro DoH-
tpadiky; 4. JocmipKeHHS ajiropuTMiB poOOTH aHami3aTopa MEepPeHANPABICHHS MaHUX; 5. YIOCKOHAICHHS
TEXHOJIOTIT po3mi3HaBaHHs mikiaauBoro DoH-tpadiky 3 nqonomororo kiacugikaropa MalliHHOTO HaBYaHHS; 6.
Po3pobka meromuku 6e3meyHoro qoctymy 1o pecypeis DNS; 7. Orinka 3actocyBanHs iH(pOpMAIiitHOT cHCTEMU
JIocTyiry 1o pecypcis DNS.

Cnucok aitepatypu

[1] Topoxoscekuii O. 1., TposinoBebka T. 1., Azapos O. . Inghopmayiiina mexnonozis 00cmasku KOHMeEHnLy
y cucmemax Komn romepuzosanoi niocomosxu cneyianicmis, Binaumsa: BHTY, 2016.

[2]  Kopooeitnikosa T. 1., 3axapuenko C. M. Komn'tomephi mepeci: nasy. nocionux, JIpBiB: BumaBHHIITBO
JIbBiBCHKOT momiTexHiku, 2022,

[3] T. I KopoGeiinikoBa, C. M. 3axapueHko, TexHon02ii 3aXucmy 10KAAbHUX MePexNC HA OCHOSL 0ONAOHAHHSA
CISCO : nasu. nocionux, JIosis: BumaBaunrso JIbBiBCbKOI momiTexHiku, 2021.

[4] 3axapuenko C.M., TposiHosceka T. L., Boiiko O.B. [o6ydosa zaxuwenux mepedic na 6asi 0On1a0HANHS
xomnanii Cisco, Binauis : BHTY, 2017.

[5] Asapos O. JI., 3axapuenko C. M., Kanyk O. B., Opnosa M. M., Tapacenko B. I1. Komn tomepni mepeoici,
Binnung: BHTY, 2013.

[6] Abu Al-Haija, Q.; Alohaly,M.; Odeh, A. A. “Lightweight Double-Stage Scheme to ldentify Malicious
DNS over HTTPS Traffic Using a Hybrid Learning Approach”, Sensors. 23, 3489. 2023.
https://doi.org/10.3390/s23073489.

[71  Kopooeiinikosa T.I., ®equyk T. b. “Indopmaniitna TexHoOrIs Ge3MeyHOro A0CTymy A0 pecypcis DNS
Ha 6a3i ML-tpeHoBanux mojmeneit imentudikamii Tpadiky”, International periodical scientific journal
«SWorldJournaly, Ne 21, C. 80-91. 2023. DOI:10.30888/2663-5712.2023-21-01.

[8] K.Hynek, D.Vekshin, J. Luxemburk, T.Cejka, A. Wasicek, “Summary of DNS over HTTPS Abuse”,
IEEE Access, Volume 4, 2016. DOI: 10.1109/ACCESS.2022.3175497

[91 Jose G.-L.; Mary K.S.; Carol A.W. Internet Protocol Handbook. In The Domain Name System (DNS)
Handbook; DTIC: Fort Belvoir, VA, USA, 1989; Volume 4.

[10] Paul M. “Domain Names—Implementation and Specification”; Internet Engineering Task Force; ISI:
Marina del Rey, CA, USA, 1987.

[11] ParkJ.; Khormali A.; Mohaisen M.; Mohaisen A. “Where are you taking me? Behavioral analysis of open
DNS resolvers”, In Proceedings of the 2019 49th Annual IEEE/IFIP International Conference on
Dependable Systems and Networks (DSN), Portland, OR, USA, 24-27 June 2019; pp. 493-504.

48


https://doi.org/10.3390/s23073489

ISSN 1999-9941, “TH®OPMAILIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2024, Nl

[12]
[13]

[14]

[15]
[16]
[17]
[18]
[19]
[20]
[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

(30]
[31]

(32]

(33]
[34]

[35]

Cheng Y.; Liu Y.; Li C.; Zhang Z.; Li N.; Du Y. “In-Depth Evaluation of the Impact of National-Level
DNS Filtering on DNS Resolvers over Space and Time”, Electronics, 11, 1276. 2022.

Mauro Conti, Nicola Dragoni, and Viktor Lesyk, "A Survey of Man In The Middle Attacks," IEEE
Communications Surveys & Tutorials, vol. 18, no. 3, pp. 2027 - 2051. 2016.

Pavur, J.; Moser, D.; Lenders, V.; Martinovic, I. “Secrets in the sky: On privacy and infrastructure
security in dvb-s satellite broadband”, In Proceedings of the 12th Conference on Security and Privacy
inWireless and Mobile Networks, Miami, FL, USA, pp. 277-284. 2019.

Ben Wolford, “What is GDPR, the EU’s new data protection law?” [Online]. Available:
https://gdpr.eu/what-is-gdpr.

Bottger, T.; Cuadrado, F.; Antichi, G.; Fernandes, E.L.; Tyson, G.; Castro, I.; Uhlig, S. “An Empirical
Study of the Cost of DNSover-HTTPS”, In Proceedings of the Internet Measurement Conference,
Amsterdam, The Netherlands; pp. 15-21. 2019.

Romain Founchereau, “Securing Anywhere Networking. DNS Security for Business Continuity and
Resilence”. June 2022. [Online]. Available: https://efficientip.com/blog/how-to-secure-anywhere-
networking-with-dns-2022-threat-report-highlights.

Romain F. “DNS Security for Business Continuity and Resilience”; IDC: Needham, MA, USA, 2022.
Carlos Lopez Romera, Carlos Hernandez Gafian,Victor Garcia. DNS Over HTTPS Traffic Analysis and
Detection, UOC , 2nd June, 2020.

Hu Z.; Zhu L.; Heidemann J.; Mankin A.;Wessels D., Hoffman, P.E. “Specification for DNS over
Transport Layer Security (TLS)”; Internet Engineering Task Force, Fremont, CA, USA, 2016.

Hoffman P.E.; McManus P. “DNS Queries over HTTPS (DoH)”; Internet Engineering Task Force:
Fremont, CA, USA, 2018.

K. Borgolte, T. Chattopadhyay, N. Feamster, M. Kshirsagar, J. Holland, A. Hounsel, and P. Schmitt,
“How DNS over HTTPS is Reshaping Privacy, Performance, and Policy in the Internet Ecosystem,”
Performance, and Policy in the Internet Ecosystem (July 27, 2019), 2019.

Albulayhi, K.; Smadi, A.A.; Sheldon, F.T.; Abercrombie, R.K. 10T Intrusion Detection Taxonomy,
Reference Architecture, and Analyses. Sensors 2021, 21, 6432. [CrossRef] [PubMed]

P. E. Hoffman and P. McManus, “DNS Queries over HTTPS (DoH),” RFC 8484, Tech. Rep. 8484, Oct.
2018. P. Mockapetris, “Domain names - implementation and specification,”RFC 1035 (Internet
Standard), RFC Editor, pp. 1-55. [Online]. Available:https://www:rfc-editor:org/rfc/rfc1035:txt

E. Brumaghin and C. Grady, “Covert channels and poor decisions:The tale of dnsmessenger,” Mar 2017.
[Online]. Available: https:/blog:talosintelligence:com/2017/03/dnsmessenger:html

C. Cimpanu, “Here’s how to enable DoH in each browser, ISPs be damned,” Dec 2020,
https://www.zdnet.com/article/dns-over-https-willeventually-roll-out-in-all-major-browsers-despite-isp-
opposition/.P. E. Hoffman, “Representing DNS Messages in JSON,” RFC 8427. [Online]. Available:
https://rfc-editor:org/rfc/rfc8427:txt

S. Garcia, K. Hynek, D. Vekshin, T. Cejka, and A. Wasicek, “Large scale measurement on the adoption
of  encrypted DNS,” CoRR, vol abs/2107.04436, 2021. [Online]. Available:
https://arxiv:org/abs/2107:04436

DNS Over HTTPS Traffic Analysis and Detection. Carlos Loépez Romera, Carlos Hernandez
Ganan,Victor Garcia Font 2nd June, 2020.

Rebekah Houser, Zhou Li, Chase Cotton, and Haining Wang, "An Investigation on Information Leakage
of DNS over TLS," in CoNEXT '19: Proceedings of the 15th International Conference on Emerging
Networking Experiments And Technologies, 2019.

Bushart Jonas and Christian Rossow, "Padding Ain't Enough: Assessing the Privacy Guarantees of
Encrypted DNS," CoRR, vol. abs/1907.01317, July 2019.

Marc Juarez, Sandra Siby, Claudia Diaz, Vallina-Rodriguez Narseo, and Carmela Troncoso, "Encrypted
DNS --> Privacy? A Traffic Analysis Perspective,” in NDSS Symposium, 2020.

K. Bumanglag and H. Kettani, “On the Impact of DNS Over HTTPS Paradigm on Cyber Systems,” in
2020 3rd International Conference on Information and Computer Technologies (ICICT), 2020, pp. 494—
499,

K. Hynek and T. Cejka, “Privacy Illusion: Beware of Unpadded DoH,” in 2020 11th IEEE Information
Technology, Electronic and Mobile Communication conference (IEMCON), 2020.

P. McManus, Aug 2018. [Online]. Available: https://blog:nightly:mozilla:org/2018/08/28/firefox-nightly-
securedns-experimental-results.

T. Béttger, F. Cuadrado, G. Antichi, E. L. a. Fernandes, G. Tyson, I. Castro, and S. Uhlig, “An Empirical
Study of the Cost of DNS-over-HTTPS,” in Proceedings of the Internet Measurement Conference, ser.
IMC ’19. New York, NY, USA: Association for Computing Machinery, 2019, p.15-21. [Online].
Available: https://doi:org/10:1145/3355369:3355575

49


https://rfc-editor:org/rfc/rfc8427:txt
https://arxiv:org/abs/2107:04436
https://blog:nightly:mozilla:org/2018/08/28/firefox-nightly-securedns-experimental-results
https://blog:nightly:mozilla:org/2018/08/28/firefox-nightly-securedns-experimental-results
https://doi:org/10:1145/3355369:3355575

ISSN 1999-9941, “IHOOPMAL[IIHI TEXHOJIOI'Li TA KOMIT'FOTEPHA IHXXEHEPIS”, 2024, Nel

[36]

[37]

(38]

[39]

[40]
[41]

[42]

[43]

[44]

[45]
[46]
[47]
[48]
[49]

[50]

[51]

(1]
(2]
(3]
[4]
(5]

(6]

50

A. Hounsel, K. Borgolte, P. Schmitt, J. Holland, and N. Feamster, Comparing the Effects of DNS, DoT,
and DoH on Web Performance. New York, NY, USA: Association for Computing Machinery, 2020,
p.562-572. [Online]. Available: https://doi:org/10:1145/3366423:3380139
A. Hounsel, P. Schmitt, K. Borgolte, and N. Feamster, “Can Encrypted DNS Be Fast?” in Passive and
Active Measurement, O. Hohlfeld, A. Lutu, and D. Levin, Eds. Cham: Springer International Publishing,
1, pp.444-459. 2021.
R. Chhabra, P. Murley, D. Kumar, M. Bailey, and G. Wang, “Measuring DNS-over-HTTPS Performance
around the World,” in Proceedings of the 21st ACM Internet Measurement Conference, ser. IMC °21.
New York, NY, USA: Association for Computing Machinery, 2021, p. 351-365. [Online]. Available:
https://doi:org/10:1145/3487552:3487849.
E. S. Mbewe and J. Chavula, “On QoE Impact of DoH and DoT in Africa: Why a User’s DNS Choice
Matters,” in Towards new e-Infrastructure and e-Services for Developing Countries, R. Zitouni, A.
Phokeer, J. Chavula, A. Elmokashfi, A. Gueye, and N. Benamar, Eds. Cham: Springer International
Publishing, , pp. 289-304. 2021.
K. Jerabek, O. Rysavy, and 1. Burgetova, “Measurement and characterization of DNS over HTTPS
traffic,” 2022. [Online]. Available:https://arxiv:org/abs/2204:03975.
Mbewe, Enock & Chavula, Josiah. (2021). On QoE Impact of DoH and DoT in Africa: Why a User’s
DNS Choice Matters. 10.1007/978-3-030-70572-5_18.
S. Garcia, K. Hynek, D. Vekshin, T. Cejka, and A. Wasicek, “Large scale measurement on the adoption
of  encrypted DNS,” CoRR, vol abs/2107.04436, 2021. [Online]. Available:
https://arxiv:org/abs/2107:04436.
C. Deccio and J. Davis, “DNS Privacy in Practice and Preparation,” in Proceedings of the 15th
International Conference on Emerging Networking Experiments And Technologies, ser. CONEXT ’19.
New York, NY, USA: Association for Computing Machinery, 2019, p. 138-143.
T. Jensen, “Windows Insiders can now test DNS over HTTPS,” May 2020. [Online]. Available:
https://techcommunity:microsoft:com/t5/networkingblog/windows-insiders-can-now-test-dns-over-
https/ba-p/1381282.
S. Siby, M. Juarez, C. Diaz, N. Vallina-Rodriguez, and C. Troncoso, “Encrypted DNS —> Privacy? A
Traffic Analysis Perspective,” Dec 2020.
J. Bushart and C. Rossow, ‘“Padding ain’t enough: Assessing the privacy guarantees of encrypted dns,”
arXiv preprint arXiv:1907.01317, 20109.
Q. Huang, D. Chang, and Z. Li, “A Comprehensive Study of DNS-over-HTTPS Downgrade Attack,” in
10th USENIX Workshop on Free and Open Communications on the Internet (FOCI 20), 2020.
S. Dickinson, D. K. Gillmor, and T. Reddy K, “Usage Profiles for DNS over TLS and DNS over DTLS,”
RFC 8310, Mar. 2018. [Online]. Available: https://www:rfc-editor:org/info/rfc8310.
H. Shulman, “Pretty bad privacy: Pitfalls of DNS encryption,” in Proceedings of the 13th Workshop on
Privacy in the Electronic Society, 2014, pp.191-200.
S. Singanamalla, S. Chunhapanya, M. Vavrusa, T. Verma, P. Wu, M. Fayed, K. Heimerl, N. Sullivan, and
C. A. Wood, “Oblivious DNS over HTTPS (odoh): A practical privacy enhancement to DNS,” CoRR,
vol. abs/2011.10121, 2020. [Online]. Available: https://arxiv:org/abs/2011:10121.
A. Fidler, B. Hubert, J. Livingood, J. Reid, and N. Leymann, “DNS over HTTPS (DoH) Considerations
for Operator Networks,” Internet Engineering Task Force, Internet-Draft draft-reid-doh-operator-00, Mar.
2019, work in Progress. [Online]. Available: https://datatracker:ietf:org/doc/html/draft-reid-doh-operator-
00.

Crarra "Hagivna: 04.03.2024.

References

Horokhovs'kyy O. 1., Troyanovs'ka T. L., Azarov O. D. Informatsiyna tekhnolohiya dostavky kontentu u
systemakh komp "yuteryzovanoyi pidhotovky spetsialistiv, Vinnytsya: VNTU, 2016.

Korobeynikova T. 1., Zakharchenko S. M. Komp'yuterni merezhi: navch. posibnyk, L'viv: Vydavnytstvo
L'vivs'koi politekhniky, 2022.

T. I. Korobeinikova, S. M. Zakharchenko Tekhnolohii zakhystu lokal'nykh merezh na osnovi
obladnannya CISCO : navch. posibnyk /. — L'viv: Vydavnytstvo L'vivs'koi politekhniky, 2021.
Zakharchenko S.M., Troyanovs'ka T. I., Boyko O.V. Pobudova zakhyshchenykh merezh na bazi
obladnannya kompaniyi Cisco, Vinnytsya : VNTU, 2017.

Azarov O. D., Zakharchenko S. M., Kaduk O. V., Orlova M. M., Tarasenko V. P. Komp”yuterni merezhi,
Vinnytsya: VNTU, 2013.Abu Al-Haija, Q.; Alohaly,M.; Odeh, A. A. “Lightweight Double-Stage Scheme
to Identify Malicious DNS over HTTPS Traffic Using a Hybrid Learning Approach”, Sensors. 23, 3489.
2023. https://doi.org/10.3390/s23073489.

Abu Al-Haija, Q.; Alohaly,M.; Odeh, A. A. “Lightweight Double-Stage Scheme to Identify Malicious


https://doi:org/10:1145/3366423:3380139
https://doi:org/10:1145/3487552:3487849
https://arxiv:org/abs/2107:04436
https://techcommunity:microsoft:com/t5/networkingblog/windows-insiders-can-now-test-dns-over-https/ba-p/1381282
https://techcommunity:microsoft:com/t5/networkingblog/windows-insiders-can-now-test-dns-over-https/ba-p/1381282
https://www:rfc-editor:org/info/rfc8310
https://arxiv:org/abs/2011:10121
https://datatracker:ietf:org/doc/html/draft-reid-doh-operator-00
https://datatracker:ietf:org/doc/html/draft-reid-doh-operator-00
https://doi.org/10.3390/s23073489

ISSN 1999-9941, “TH®OPMAILIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2024, Nl

(7]

(8]
(9]
[10]

[11]

[12]
[13]

[14]

[15]
[16]
[17]
[18]
[19]
[20]
[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

DNS over HTTPS Traffic Using a Hybrid Learning Approach”, Sensors. 23, 3489. 2023.
https://doi.org/10.3390/s23073489.

Kopob6etinikosa T.I., ®equyk T. b. “Iadopmariitna TexHomoris 6e3nednoro AocTymy A0 pecypcis DNS
Ha 6a3i ML-tpeHoBanux Mmojeneit imentudikamii Tpadiky”, International periodical scientific journal
«SWorldJournal», Ne 21, C. 80-91. 2023. DOI:10.30888/2663-5712.2023-21-01.

K.Hynek, D.Vekshin, J. Luxemburk, T.Cejka, A. Wasicek, “Summary of DNS over HTTPS Abuse”,
IEEE Access, Volume 4, 2016. DOI: 10.1109/ACCESS.2022.3175497

Jose G.-L.; Mary K.S.; Carol A.W. Internet Protocol Handbook. In The Domain Name System (DNS)
Handbook; DTIC: Fort Belvoir, VA, USA, 1989; Volume 4.

Paul M. “Domain Names-Implementation and Specification”; Internet Engineering Task Force; ISI:
Marina del Rey, CA, USA, 1987.

Park J.; Khormali A.; Mohaisen M.; Mohaisen A. “Where are you taking me? Behavioral analysis of open
DNS resolvers”, In Proceedings of the 2019 49th Annual IEEE/IFIP International Conference on
Dependable Systems and Networks (DSN), Portland, OR, USA, 24-27 June 2019; pp. 493-504.

Cheng Y.; Liu Y.; Li C.; Zhang Z.; Li N.; Du Y. “In-Depth Evaluation of the Impact of National-Level
DNS Filtering on DNS Resolvers over Space and Time”, Electronics, 11, 1276. 2022.

Mauro Conti, Nicola Dragoni, and Viktor Lesyk, "A Survey of Man In The Middle Attacks,” IEEE
Communications Surveys & Tutorials, vol. 18, no. 3, pp. 2027 - 2051. 2016.

Pavur, J.; Moser, D.; Lenders, V.; Martinovic, I. “Secrets in the sky: On privacy and infrastructure
security in dvb-s satellite broadband”, In Proceedings of the 12th Conference on Security and Privacy
inWireless and Mobile Networks, Miami, FL, USA, pp. 277-284. 2019.

Ben Wolford, “What is GDPR, the EU’s new data protection law?” [Online]. Available:
https://gdpr.eu/what-is-gdpr.

Bottger, T.; Cuadrado, F.; Antichi, G.; Fernandes, E.L.; Tyson, G.; Castro, 1.; Uhlig, S. “An Empirical
Study of the Cost of DNSover-HTTPS”, In Proceedings of the Internet Measurement Conference,
Amsterdam, The Netherlands; pp. 15-21. 2019.

Romain Founchereau, “Securing Anywhere Networking. DNS Security for Business Continuity and
Resilence”. June 2022. [Online]. Available: https://efficientip.com/blog/how-to-secure-anywhere-
networking-with-dns-2022-threat-report-highlights.

Romain F. “DNS Security for Business Continuity and Resilience”; IDC: Needham, MA, USA, 2022.
Carlos Lopez Romera, Carlos Hernandez Gafian,Victor Garcia. DNS Over HTTPS Traffic Analysis and
Detection, UOC , 2nd June, 2020.

Hu Z.; Zhu L.; Heidemann J.; Mankin A.;Wessels D., Hoffman, P.E. “Specification for DNS over
Transport Layer Security (TLS)”; Internet Engineering Task Force, Fremont, CA, USA, 2016.

Hoffman P.E.; McManus P. “DNS Queries over HTTPS (DoH)”; Internet Engineering Task Force:
Fremont, CA, USA, 2018.

K. Borgolte, T. Chattopadhyay, N. Feamster, M. Kshirsagar, J. Holland, A. Hounsel, and P. Schmitt,
“How DNS over HTTPS is Reshaping Privacy, Performance, and Policy in the Internet Ecosystem,”
Performance, and Policy in the Internet Ecosystem (July 27, 2019), 2019.

Albulayhi, K.; Smadi, A.A.; Sheldon, F.T.; Abercrombie, R.K. 10T Intrusion Detection Taxonomy,
Reference Architecture, and Analyses. Sensors 2021, 21, 6432. [CrossRef] [PubMed]

P. E. Hoffman and P. McManus, “DNS Queries over HTTPS (DoH),” RFC 8484, Tech. Rep. 8484, Oct.
2018. P. Mockapetris, “Domain names - implementation and specification,”RFC 1035 (Internet
Standard), RFC Editor, pp. 1-55. [Online]. Available:https://www:rfc-editor:org/rfc/rfc1035:txt

E. Brumaghin and C. Grady, “Covert channels and poor decisions:The tale of dnsmessenger,” Mar 2017.
[Online]. Available: https:/blog:talosintelligence:com/2017/03/dnsmessenger:html

C. Cimpanu, “Here’s how to enable DoH in each browser, ISPs be damned,” Dec 2020,
https://www.zdnet.com/article/dns-over-https-willeventually-roll-out-in-all-major-browsers-despite-isp-
opposition/.P. E. Hoffman, “Representing DNS Messages in JSON,” RFC 8427. [Online]. Available:
https://rfc-editor:org/rfc/rfc8427:txt

S. Garcia, K. Hynek, D. Vekshin, T. Cejka, and A. Wasicek, “Large scale measurement on the adoption
of  encrypted DNS,” CoRR, vol. abs/2107.04436, 2021. [Online].  Available:
https://arxiv:org/abs/2107:04436

DNS Over HTTPS Traffic Analysis and Detection. Carlos Lopez Romera, Carlos Herndndez
Gaifian,Victor Garcia Font 2nd June, 2020.

Rebekah Houser, Zhou Li, Chase Cotton, and Haining Wang, "An Investigation on Information Leakage
of DNS over TLS," in CoNEXT '19: Proceedings of the 15th International Conference on Emerging
Networking Experiments And Technologies, 2019.

Bushart Jonas and Christian Rossow, "Padding Ain't Enough: Assessing the Privacy Guarantees of

51


https://doi.org/10.3390/s23073489
https://rfc-editor:org/rfc/rfc8427:txt
https://arxiv:org/abs/2107:04436

ISSN 1999-9941, “IHOOPMAL[IIHI TEXHOJIOI'Li TA KOMIT'FOTEPHA IHXXEHEPIS”, 2024, Nel

[31]

(32]

(33]

[34]

[35]

[36]

[37]

(38]

[39]

[40]
[41]

[42]

[43]

[44]

[45]
[46]
[47]
(48]
[49]

[50]

[51]

52

Encrypted DNS," CoRR, vol. abs/1907.01317, July 2019.

Marc Juarez, Sandra Siby, Claudia Diaz, Vallina-Rodriguez Narseo, and Carmela Troncoso, "Encrypted
DNS --> Privacy? A Traffic Analysis Perspective,”" in NDSS Symposium, 2020.

K. Bumanglag and H. Kettani, “On the Impact of DNS Over HTTPS Paradigm on Cyber Systems,” in
2020 3rd International Conference on Information and Computer Technologies (ICICT), 2020, pp. 494—
499,

K. Hynek and T. Cejka, “Privacy Illusion: Beware of Unpadded DoH,” in 2020 11th IEEE Information
Technology, Electronic and Mobile Communication conference (IEMCON), 2020.

P. McManus, Aug 2018. [Online]. Available: https://blog:nightly:mozilla:org/2018/08/28/firefox-nightly-
securedns-experimental-results.

T. Béttger, F. Cuadrado, G. Antichi, E. L. a. Fernandes, G. Tyson, 1. Castro, and S. Uhlig, “An Empirical
Study of the Cost of DNS-over-HTTPS,” in Proceedings of the Internet Measurement Conference, ser.
IMC ’19. New York, NY, USA: Association for Computing Machinery, 2019, p.15-21. [Online].
Awvailable: https://doi:org/10:1145/3355369:3355575

A. Hounsel, K. Borgolte, P. Schmitt, J. Holland, and N. Feamster, Comparing the Effects of DNS, DoT,
and DoH on Web Performance. New York, NY, USA: Association for Computing Machinery, 2020,
p.562-572. [Online]. Available: https://doi:org/10:1145/3366423:3380139

A. Hounsel, P. Schmitt, K. Borgolte, and N. Feamster, “Can Encrypted DNS Be Fast?” in Passive and
Active Measurement, O. Hohlfeld, A. Lutu, and D. Levin, Eds. Cham: Springer International Publishing,
1, pp.444-459. 2021.

R. Chhabra, P. Murley, D. Kumar, M. Bailey, and G. Wang, “Measuring DNS-over-HTTPS Performance
around the World,” in Proceedings of the 21st ACM Internet Measurement Conference, ser. IMC °21.
New York, NY, USA: Association for Computing Machinery, 2021, p. 351-365. [Online]. Available:
https://doi:org/10:1145/3487552:3487849.

E. S. Mbewe and J. Chavula, “On QoE Impact of DoH and DoT in Africa: Why a User’s DNS Choice
Matters,” in Towards new e-Infrastructure and e-Services for Developing Countries, R. Zitouni, A.
Phokeer, J. Chavula, A. EImokashfi, A. Gueye, and N. Benamar, Eds. Cham: Springer International
Publishing, , pp. 289-304. 2021.

K. Jerabek, O. Rysavy, and 1. Burgetova, “Measurement and characterization of DNS over HTTPS
traffic,” 2022. [Online]. Available:https://arxiv:org/abs/2204:03975.

Mbewe, Enock & Chavula, Josiah. (2021). On QoE Impact of DoH and DoT in Africa: Why a User’s
DNS Choice Matters. 10.1007/978-3-030-70572-5_18.

S. Garcia, K. Hynek, D. Vekshin, T. Cejka, and A. Wasicek, “Large scale measurement on the adoption
of  encrypted DNS,” CoRR, vol. abs/2107.04436, 2021. [Online].  Available:
https://arxiv:org/abs/2107:04436.

C. Deccio and J. Davis, “DNS Privacy in Practice and Preparation,” in Proceedings of the 15th
International Conference on Emerging Networking Experiments And Technologies, ser. CONEXT ’19.
New York, NY, USA: Association for Computing Machinery, 2019, p. 138-143.

T. Jensen, “Windows Insiders can now test DNS over HTTPS,” May 2020. [Online]. Available:
https://techcommunity:microsoft:com/t5/networkingblog/windows-insiders-can-now-test-dns-over-
https/ba-p/1381282.

S. Siby, M. Juarez, C. Diaz, N. Vallina-Rodriguez, and C. Troncoso, “Encrypted DNS —> Privacy? A
Traffic Analysis Perspective,” Dec 2020.

J. Bushart and C. Rossow, “Padding ain’t enough: Assessing the privacy guarantees of encrypted dns,”
arXiv preprint arXiv:1907.01317, 2019.

Q. Huang, D. Chang, and Z. Li, “A Comprehensive Study of DNS-over-HTTPS Downgrade Attack,” in
10th USENIX Workshop on Free and Open Communications on the Internet (FOCI 20), 2020.

S. Dickinson, D. K. Gillmor, and T. Reddy.K, “Usage Profiles for DNS over TLS and DNS over DTLS,”
RFC 8310, Mar. 2018. [Online]. Available: https://www:rfc-editor:org/info/rfc8310.

H. Shulman, “Pretty bad privacy: Pitfalls of DNS encryption,” in Proceedings of the 13th Workshop on
Privacy in the Electronic Society, 2014, pp.191-200.

S. Singanamalla, S. Chunhapanya, M. Vavrusa, T. Verma, P. Wu, M. Fayed, K. Heimerl, N. Sullivan, and
C. A. Wood, “Oblivious DNS over HTTPS (odoh): A practical privacy enhancement to DNS,” CoRR,
vol. abs/2011.10121, 2020. [Online]. Available: https://arxiv:org/abs/2011:10121.

A. Fidler, B. Hubert, J. Livingood, J. Reid, and N. Leymann, “DNS over HTTPS (DoH) Considerations
for Operator Networks,” Internet Engineering Task Force, Internet-Draft draft-reid-doh-operator-00, Mar.
2019, work in Progress. [Online]. Available: https://datatracker:ietf:org/doc/html/draft-reid-doh-operator-
00.

Bigomocri nmpo aBTOpiB


https://blog:nightly:mozilla:org/2018/08/28/firefox-nightly-securedns-experimental-results
https://blog:nightly:mozilla:org/2018/08/28/firefox-nightly-securedns-experimental-results
https://doi:org/10:1145/3355369:3355575
https://doi:org/10:1145/3366423:3380139
https://doi:org/10:1145/3487552:3487849
https://arxiv:org/abs/2107:04436
https://techcommunity:microsoft:com/t5/networkingblog/windows-insiders-can-now-test-dns-over-https/ba-p/1381282
https://techcommunity:microsoft:com/t5/networkingblog/windows-insiders-can-now-test-dns-over-https/ba-p/1381282
https://www:rfc-editor:org/info/rfc8310
https://arxiv:org/abs/2011:10121
https://datatracker:ietf:org/doc/html/draft-reid-doh-operator-00
https://datatracker:ietf:org/doc/html/draft-reid-doh-operator-00

ISSN 1999-9941, “TH®OPMAILIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2024, Nl

KopooeiinikoBa Tersina IBamiBHa, K.T.H., JgoueHT Kadenpu Oe3nekd 1HGOPMALIHHUX TEXHOJOTIH,
Hanionaneuuii yHiBepcuteT «JIbBiBChKa MOJIITEXHIKaY, Kadeapa Oe3nexu iHpOpMaiHHUX TEXHOIOT1N

Korobeinikova Tetiana, PhD, associate professor of information technology security department, National
university “Lvivska Politechnika”

®equyxk Tapac BormanoBuu, acmipant kadeapm Oesmekn iHpopMamiiHHX TexHONOTiH, HarioHanpHMi
yHiBepcuTeT «JIbBiBChKa MOJITEXHIKaY, Kadenpa Oe3nexn iHpopMariitHuX TeXHOIOT1i

Fedchuk Taras, graduate student of information technology security department, National university “Lvivska
Politechnika”

T. Korobeinikova, T. Fedchuk

OVERVIEW OF SECURE ACCESS TO DOMAIN NAME SYSTEM
RESOURCES

Lviv Polytechnic National University, Lviv

53



